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Notice

While reasonable efforts were made to ensure that the information in this document was complete and accurate at the time of
printing, Avaya Inc. can assume no liability for any errors. Changes and corrections to the information in this document may be
incorporated in future releases.

Documentation Disclaimer
Avaya Inc. is not responsible for any modifications, additions, or deletions to the original published version of this documentation
unless such modifications, additions, or deletions were performed by Avaya.

Link Disclaimer

Avaya Inc. is not responsible for the contents or reliability of any linked Web sites referenced elsewhere within this
Documentation, and Avaya does not necessarily endorse the products, services, or information described or offered within
them. We cannot guarantee that these links will work all of the time and we have no control over the availability of the linked
pages.

License

USE OR INSTALLATION OF THE PRODUCT INDICATES THE END USER’'S ACCEPTANCE OF THE TERMS SET FORTH
HEREIN AND THE GENERAL LICENSE TERMS AVAILABLE ON THE AVAYA WEBSITE AT
http://support.avaya.com/Licenselnfo/ (“GENERAL LICENSE TERMS”). IF YOU DO NOT WISH TO BE BOUND BY THESE
TERMS, YOU MUST RETURN THE PRODUCT(S) TO THE POINT OF PURCHASE WITHIN TEN (10) DAYS OF DELIVERY
FOR A REFUND OR CREDIT.

Avaya grants End User a license within the scope of the license types described below. The applicable number of licenses and
units of capacity for which the license is granted will be one (1), unless a different number of licenses or units of capacity is
specified in the Documentation or other materials available to End User. “Designated Processor” means a single stand-alone
computing device. “Server” means a Designated Processor that hosts a software application to be accessed by multiple users.
“Software” means the computer programs in object code, originally licensed by Avaya and ultimately utilized by End User,
whether as stand-alone Products or pre-installed on Hardware. “Hardware” means the standard hardware Products, originally
sold by Avaya and ultimately utilized by End User.

License Type(s): Designated System(s) License (DS).

End User may install and use each copy of the Software on only one Designated Processor, unless a different number of
Designated Processors is indicated in the Documentation or other materials available to End User. Avaya may require the
Designated Processor(s) to be identified by type, serial number, feature key, location or other specific designation, or to be
provided by End User to Avaya through electronic means established by Avaya specifically for this purpose.

Copyright

Except where expressly stated otherwise, the Product is protected by copyright and other laws respecting proprietary rights.
Unauthorized reproduction, transfer, and or use can be a criminal, as well as a civil, offense under the applicable law.

Third-Party Components

Certain software programs or portions thereof included in the Product may contain software distributed under third party
agreements (“Third Party Components”), which may contain terms that expand or limit rights to use certain portions of the
Product (“Third Party Terms”). Information identifying Third Party Components and the Third Party Terms that apply to them is
available on Avaya’s web site at: http://support.avaya.com/ThirdPartyLicense/

Avaya Fraud Intervention

If you suspect that you are being victimized by toll fraud and you need technical assistance or support, call Technical Service
Center Toll Fraud Intervention Hotline at +1-800-643-2353 for the United States and Canada. Suspected security vulnerabilities
with Avaya Products should be reported to Avaya by sending mail to: securityalerts@avaya.com.

For additional support telephone numbers, see the Avaya Support web site (http://www.avaya.com/support).

Trademarks

Avaya and the Avaya logo are registered trademarks of Avaya Inc. in the United States of America and other jurisdictions.
Unless otherwise provided in this document, marks identified by “®,” “™” and “SM” are registered marks, trademarks and
service marks, respectively, of Avaya Inc. All other trademarks are the property of their respective owners.

Documentation information
For the most current versions of documentation, go to the Avaya Support web site (http://www.avaya.com/support) or the IP
Office Knowledge Base (http://marketingtools.avaya.com/knowledgebase/).

Avaya Support

Avaya provides a telephone number for you to use to report problems or to ask questions about your contact center. The
support telephone numberis 1 800 628 2888 in the United States. For additional support telephone numbers, see the Avaya
Web site: http://www.avaya.com/support.
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one-X Portal:

1. one-X Portal

This documentation covers the installation of one-X Portal for IP Office (henceforth just one-X Portal). one-X Portal is a
server application that allows IP Office users to control their phone and various telephony settings through a web browser.
A single one-X Portal server can support multiple IP Offices when they are connected in a single IP Office Small
Community Network[ 123 (SCN). one-X Portal 6 supports up to 500 simultaneous sessions.

one-X Portal Server

IF OFfic=

one-X Portal installs as a service with an integral web server. Both user and administrator access to one-X Portal is via
web browser to the one-X Portal server.

The one-X Portal service communicates with the IP Office system using the IP Office's TSPI (Telephony Service Provider
Interface) service. This is a service supported by IP Office 5.0+ systems and configured through the security settings of
the IP Office control units.

one-X Portal is a licensed application, with each IP Office requiring a one-X Portal for IP Office license for those users
configured to use[ 20 one-X Portal.
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1.1 Providers

A key idea to understand for one-X Portal is providers. Providers are components of one-X Portal, each of which performs
a specific role. The different types of provider are:

Presentation Level Provider
This type of provider handles the browser connections between users and the one-X Portal server.

Telephony CSTA Provider
This type of provider handles telephony communications to and from the IP Office systems assigned to it.

Directory DSML IP Office Provider
This type of provider handles obtaining directory information from the IP Office phone systems assigned to it.

Directory DSML LDAP Provider
Handles obtaining LDAP directory information from an LDAP source. LDAP sources are assigned to the provider

during installation.

VoiceMail Provider
Handles direct interaction with the voicemail server for features such as message playback via the browser.

one-X Portal Server

|
CETA
Provider
'- | IP Office A
| IP Office B
|_ -

Central | [DSMLIP Office
Application Provider
Server |
| IF Office &
| IF Office B
| —— Yoicemail Pro
Yaoicemail Server
Fravider
| P Address =
Fre sentation e
Layer Pravider == =
DML LDAF

| Provider T
o

During installation:

e One provider of each type is created.

e The IP Offices indicated during installation are assigned to the Telephony CSTA and Directory DSML providers.

Following installation, additional IP Offices can be assigned[ 36" as they are added to the Small Community
Network.

e A Directory DSML LDAP provider is created even if no LDAP source is assigned. The actual LDAP sources can be

assigned after installation.

e A VoiceMail provider is created but needs to be configured to the appropriate IP address of the voicemail server.

one-X Portal for IP Office Installation Page 8
IP Office 15-601139 Issue 02d (03 March 2010)



one-X Portal: Providers

1.2 one-X Portal Settings

The sections below detail which user and directory data is stored by the one-X Portal server and which is stored by the IP
Office systems.

Directories
The various directories available to a one-X Portal user are taken from a number of sources:

+ Personal Directory
As personal directory records are added, they are stored by both the one-X Portal application and by the telephone
system and kept in synch. The telephone system can only store up to 100 personal directory entries per user
(subject to its own system limits), any additional entries beyond that are stored by one-X Portal only.

e Personal directory records stored by one-X Portal can contain several numbers, with one selected as the
Primary phone number. The matching records stored in the IP Office configuration contains just one number,
that being the one selected as the Primary phone number. Changing the Primary phone number selection in
one-X Portal will update the number stored in the IP Office configuration to match.

e The system limit for total personal directory records depends on the IP Office control unit being used. When
this limit is reached, additional personal directory records are stored by one-X Portal only.

e IP500/IP500 V2: 10800 total personal directory records.
e IP412: 3600 total personal directory records.
e IP406 V2: 1900 total personal directory records.

e For users with a 1608 or 1616 phone, they can edit or delete the contact through the phone's menus (primary
phone number only).

o System Directory
The system directory contains records for all the users and groups on the IP Office systems assigned to one-X
Portal plus the system directory entries stored in the configuration of those systems. It does not include directory
records those systems obtain by LDAP and or HTTP import.

e In an IP Office Small Community Network, the system directory entries configured on one IP Office system can
be dynamically shared by other IP Offices in the network. This is a Centralized System Directory. The IP Office
used to store the system directory used by the other systems should be one of those also assigned to one-X
Portal.

o If multiple IP Office systems are configured to operate with one-X Portal, the system directories of each are
combined by one-X Portal into a single system directory for use by one-X Portal users. If the same name exists
in more than one IP Office system directory, that name will exist as multiple records in the one-X Portal system
directory. If this is undesirable, the centralized system directory feature supported by IP Office 5.0 and higher
systems should be used to have the system directory record configured on just one IP Office but shared by
HTTP import on the other IP Offices.

e Since the system directories are available to all one-X Portal users, the number must be dialable by all one-X
Portal users. Alternatively, short codes should be used to ensure that numbers selected from the one-X Portal
system directory are interpreted correctly by the user's own IP Office

e The one-X Portal administrator can add System Directory contacts/ 74 that are stored as part of the one-X
Portal configuration rather than IP Office configuration. These contacts can have multiple phone numbers and
email addresses in the same way as user's Personal Directory contacts, but are available to all one-X Portal
users.

o External Directory
The external directory is not stored by one-X Portal. Instead one-X Portal performs a live search of the external
directory source configured[4™ for one-X Portal usage.
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User Settings
User settings for telephony operation are mainly stored by the IP Office system on which that user is configured. Only a
small number of settings are stored by the one-X Portal server.

Setting one-X IP |Source/Storage
Portal | Office

Personal Directory o « |A user's personal directory is stored in the configuration of both one-X Portal and
their IP Office. Changes in either are synchronized where possible.

e Personal directory records stored by one-X Portal can contain several
numbers, with one selected as the Primary phone number. The
matching records stored in the IP Office configuration contains just
one number, that being the one selected as the Primary phone
number. Changing the Primary phone number selection in one-X Portal
will update the number stored in the IP Office configuration to match.

e The system limit for total personal directory records depends on the IP
Office control unit being used. When this limit is reached, additional
personal directory records are stored by one-X Portal only.

« IP500/IP500 V2: 10800 total personal directory records.
e IP412: 3600 total personal directory records.
e IP406 V2: 1900 total personal directory records.

e For users with a 1608 or 1616 phone, they can edit or delete the
contact through the phone's menus (primary phone number only).

Call Log - « |A user's call log is stored in the configuration of their IP Office.

Voicemail - +  |Details of the user's voicemail messages are taken from the voicemail server via
Messages the IP Office.

Profiles o = |A user's profiles are stored by the one-X Portal server. When a profile is made

active is may alter various user settings on the IP Office. If the IP Office
configuration settings are altered by another method, the user's profile is changed
to 'Detected'.

DND Exceptions - + |A user's Do Not Disturb exception numbers are stored in the configuration of their
IP Office.

Keyboard o = |A user's keyboard shortcuts are stored by one-X Portal.

Shortcuts

Sound o = |A user's one-X Portal sound preference is stored by one-X Portal.

Configuration

Park Slots o = |The park slot numbers used for a user's one-X Portal park buttons are stored by
one-X Portal.

Note that those settings stored by one-X Portal are lost if one-X Portal is reinstalled[ 5™ rather than upgraded! 49
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one-X Portal: one-X Portal Settings

1.3 Telephony Notes

Incoming Calls

The calls that reach the one-X Portal user still fully controlled by the IP Office system settings. For example the user's call
waiting settings, number of appearance buttons, etc. This applies to both user calls and calls to hunt groups of which the
user is a member. Issues with incoming calls not alerting the one-X Portal user will be down to IP Office system
configuration settings.

Outgoing Calls

The outgoing calls that the one-X Portal user can make will be subject to the user's IP Office configuration settings. The
one difference is that the user can use one-X Portal to make additional calls. For example, when all the appearance
buttons on a user's phone are in use, they can still use one-X Portal to make additional calls.

On some phones, the call log shown by the phone and the redial function use information stored by the phone. Typically
this will not include calls made using one-X Portal.

Call Gadget Buttons

Within the sub-tab shown for each call being handled by the one-X Portal users, a number of buttons are included. The
buttons indicate actions that the user can perform or initiate and vary according to factors such as the type of phone, the
current state of the call, whether the user already has other calls connected or held, etc.

It is useful to understand that it is not the one-X Portal application that controls which buttons are displayed. The actions
currently performable on each call are indicated to one-X Portal as part of the CSTA information from the IP Office
system.

When the user is using a phone that the IP Office system cannot force off-hook, the following differences are applicable.

e When an incoming calls is presented while the phone is on-hook, one-X Portal will not present the user with an
Answer button. The user needs to manually take the phone off hook to answer the call using the phone's own
controls.

¢ When making a call from one-X Portal while the phone is on-hook (for example after entering a number and clicking
on Call or having selected to play a voicemail message), the IP Office will call the user's phone and will only make
the outgoing call when answered.
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1.4 Small Community Network Support

one-X Portal is supported within an IP Office Small Community Network (SCN). Each IP Office on which one-X Portal users
use must meet the requirements for one-X Portal.

e one-X Portal does not provide additional SCN features. It only supports SCN features that are supported by the IP
Office systems. For example, the park buttons provided by one-X Portal are not supported between different
systems in an SCN. This means that one-X Portal users can only park and unpark calls on the IP Office on which
they are registered.

e one-X Portal 6 supports up to 500 simultaneous sessions.
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Chapter 2.
Installation
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2. Installation

This section covers the installation of a one-X Portal server using default settings. This is the recommended option except
for installers with advanced one-X Portal experience.

o Important
Installation of one-X Portal is greatly simplified if each IP Office contains at least one user already licensed and
configured for one-X Portal operation. It is also vital to check the security settings of each IP Office.

Installation Process
The basic installation process consists of the following stages:

1.Check the installation requirements/ 154

2.Check IP Office Security Settings/ 1%

3.Add one-X Portal Licenses! 194

4., Configure IP Office Users for one-X Portall 204

5.Checking Available Ports[22

6.Install the one-X Portal Softwarel 23

7.Initial Server Configuration! 25y

8.Test User Connection |2
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Installation:

2.1 Installation Requirements

Ensure that the following requirements are met before beginning installation of the one-X Portal software on the server
PC. Failure to do so will cause the one-X Portal server to operate incorrectly.

IP Office Software

o [ IP Office Applications DVD
The IP Office Applications DVD for IP Office 5.0 and higher includes the software for installation of one-X Portal. It
also includes software for installation of IP Office Manager and the IP Office System Status Application which are
required during one-X Portal installation.

IP Office System Requirements
e O IP Office Release 5 or higher
If the system running pre-5.0 IP Office software, it must be upgraded as per the relevant IP Office Technical
Bulletins for IP Office Release 5 or IP Office Release 6 before proceeding.

o IP Office Small Community Network Support
Operation with multiple IP Office's is only supported within a single IP Office Small Community Network (SCN).

e [ Each IP Office must be running IP Office Release 5 or higher software.

e [ Each user and group name must be unigue.

e [ Each user and group extension number must be unigue. The IP Office System Status Application (SSA)
should be used to check for name and extension conflicts before installation of one-X Portal.

o IP Office Release 5 Licensing
This release of IP Office uses one-X Portal for IP Office licenses added to the IP Office configuration.

« IP Office Release 6 Licensing
This release of IP Office uses user profiles licenses. Users licensed and configured with the Office User,
Teleworker User or Power User profiles can be configured for as one-X Portal users. Those licensed and
configured for with Teleworker User or Power User profiles can also be enabled for one-X Portal telecommuter
mode.

e For systems being upgraded from IP Office Release 5 to IP Office Release 6, existing one-X Portal for IP
Office licenses remain valid and can be used to enable one-X Portal for users set to the Basic User profile.

Server PC Requirements
one-X Portal is currently supported with all components installed on a single server meeting the following requirements:

e [ Operating System: Windows 2003 or Windows 2008 (32-bit and 64-bit).
e O RAM Memory: 2GB.
e [ Available Hard Disk Space: 10GB.

e OTCP/IP Port:
The default port is 8080. This can be changed if required during installation of the server software if necessary.
See Checking Available Ports[ 224,

e [ Firewall Exceptions
Exceptions should be added to the server firewall for incoming access on the TCP port above. If the firewall is also
used to control outgoing access, an exception for access to TCP port 50814 on the IP Office IP address should also
be added.

Voicemail Server Requirements
Voicemail playback through the one-X Portal user's browser and personalized greeting playback require a Voicemail Pro
6.0 voicemail server installed as follows:

e [ Microsoft IIS should be installed and running before installation of the Voicemail Pro voicemail server software.
The following IIS options should be enabled:

o [ Enable Direct Metabase Edit.
e [ IIS6 Configuration Compatibility.
e [ SSL should be disabled for the default website.
e [ The Voicemail Pro voicemail server installation should include the Web Voicemail (UMS) component.

e [ The voicemail server must be in the same subnet as the one-X Portal server.
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e Check that the IIS on the voicemail server can be browsed by server name from the one-X Portal server PC. Enter
http://<voicemail_server_name> /localstart.asp into a browse. If the IIS server does not response resolve
the DNS routing between the servers before proceeding with the one-X Portal installation.

Information Required
e [ For the server PC:

e O IP Address.

e [ User Account: A user account with full administrator rights. This account should be used for the software
installation.

e [0 Computer Name: This name will become part of the URL users use to access one-X Portal.

e [ For each IP Office system:
e O IP Address.
e« O Name and password for security settings access.
e« O Name and password for configuration settings access.
e O one-X Portal Licenses.
e [ Users who will be using one-X Portal including IP Office user name and password.

e O The IP address of the Voicemail Pro voicemail server being used by the IP Office.

LDAP Information
To enabled the External tab in the one-X Portal Directory gadget, details of the customer's LDAP server and an search
configuration details are required.

e [ LDAP Server URL.
e [ User name and password.
e [0 Base DN/Search Base.

e [ Field names.

one-X Portal User Requirements
« [ Browser
Web browser with LAN access to the one-X Portal server. one-X Portal is tested using the current versions of the
Internet Explorer, Mozilla Firefox and Safari browsers

e [ The browser must be JavaScript enabled.
e O The Remember me on this computer option requires the browser to allow cookies.

e [ For sounds to be used, for example ringing for a call waiting, or voicemail playback through the computer, a
media player such as Windows Media Player or Quick Time must be installed. When using a browser other
than Internet Explorer, Windows Media Player can be supported by the addition of the Firefox Windows Media
Play plugin. This plugin is available from
http://port25.technet.com/pages/windows-media-player-firefox-plugin-download.aspx. Currently this plugin is
useable with Google Chrome, Mozilla Firefox and Windows Safari.

e [ The playback of voicemail messages on the user computer may require the user browser to have the IP
address of the voicemail server added to the proxy server exceptions.

e Language
one-X Portal currently supports English, French, German, Italian, Dutch, Brazilian Portuguese and
Russian. The language it uses will be the best match to the browser language preferences.

e O Phone
one-X Portal can be used with most phones supported by the Avaya IP Office telephone system but not with Phone
Manager PC Softphone.

e For analog phone users, the user's Call Waiting On and Off Hook Station settings should be selected in the
user's IP Office configuration.
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Installation: Installation Requirements

2.2 Check the IP Office Security Settings

Before attempting to connect an IP Office to a one-X Portal server you must check the IP Office security settings. one-X
Portal uses a specific service and security service user account for the connection. This service is not necessarily present

by defaul

A W N -

t.

o« Important: Perform this Process from the one-X Portal Server PC
It is strongly recommended that this and other IP Office configuration actions are performed using IP Office
Manager installed on the server PC. That then also tests the network routing between the server PC and the IP
Office system. These can be installed from the IP Office Applications DVD.

o« Important: Security Name and Password
This process uses the default security name and password assumed by one-X Portal installation for TCPA/TSPI
access to an IP Office 5.0+ system. If using the Advanced option during one-X Portal installation, alternate
names and passwords can be used. However that is only recommended for installers with experience of
previous one-X Portal installations.

.If not already done, install IP Office Manager from the IP Office Applications DVD.
. Start IP Office Manager and select File | Advanced | Security Settings.
. Select the IP Office system and click OK.

.Enter the user name and password for access to the IP Office's security settings.

5.Select @ Services. On systems running IP Office 5.0 software the list of services will include an entry for an
Enhanced TSPI service. This is the service used by the one-X Portal service to access the IP Office. You need to
ensure that the IP Office security configuration includes a Service User and Right Group configured to use this
service.

ﬁ'i Avaya IP Office R5 Manager - Security Administration - IP500 Site A [5.0 (11021}] [security] - IEllll

File

Edit  Wiew Tools  Help

Security Settings

6.Select % Rights Groups.
Il_'i Avaya IP Office R5 Manager - Security Administration - IP500 Site A [5.0 (11021}] [security] - |Elli|
Edit  Wiew Tools Help

File

Syztem (1]
=3 z [4]

oups (5]

Rights Gn

o

gy Service Users (4)

-

Security Settings

= F‘J Security

i General

= Syatem (1]
% Services [4)
7} Rights Groups (3]

Mame Security Level

Service Details |

Configuration Unzecure Only
Security Administrati..  Unsecure Orly[  MName IEnhanced TSP
Syztem Status Interf...  Unzecure Only -
Enhanced TSFI Unzecure Only Hast System I|P5UU Site: &
Service TCPPort  [50A14
Service Security Level I Unzecure Only j

Rights Group : TCPA Group g~ | X < ”j

Rights Groups (5)

Name Graoup Detailsl Canfiguration | Security Administrationl Spstem Status  Enhanced TSP
Adminiztrator Group

Manager Group Enhanced TSP Access Rights |

Operator Group Enhanced TSPl Access

Syztem Status Group

TCPA Group

7.The list of Rights Groups should contain a group called TCPA Group. Select this group and then the Enhanced
TSPI tab. The option for Enhanced TSPI Access should be selected as shown above. If this is not the case correct
the security settings, creating a new group of necessary.
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8.Select ﬁ@ Service Users.

ﬁ'i Avaya IP Office R5 Manager - Security Administration - IP500 Site A [5.0 (11021)] [security] - |EI|£|

File Edit Wiew Tools Help

Security Settings Service Users (4) Service User: EnhTcpaService g~ | X <
i Service Uzer Name Account Stat

EN Service Uzer Details |
Adriniztratar Erabled
% System [1] tManager Enabled Marme |EnthpaSErvice
. Operator Enabled
Services (4 .
44 (4 EnhTcpaSemvice Enabled Pazsword I“"““"““"““"““"““"““’"‘“x““x Charge | Clear Cache
Account Status I Enabled j
Account Expiry |<None> j

Rightz Group Membership

[ Adminigtrator Group
[ Manager Group

[] Operator Group

[] Swgtem Status Group
[w] TCPA Group

9.The list of Service Users should include a user called EnhTcpaService. In the service user details this user should
be set as a member of the TCPA Group. If this is not the case correct the security settings, creating a new user if
necessary. The user password should be EnhTcpaPwd1.

10.If you have had to make changes to the security settings, click on the lﬂ icon to save the new security settings.
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Installation: Check the IP Office Security Settings

2.3 Add one-X Portal Licenses

Each user for one-X Portal requires a one-X Portal for IP Office license. It is strongly recommended that the licenses are
added to the IP Office configuration and validated before one-X Portal is installed.

Each one-X Portal for IP Office license is specific to the serial number of the IP Office system's Feature Key serial number
and licenses a specific number of users. Multiple licenses can be added for a larger total number of users.

o IP Office Release 5 Licensing
This release of IP Office uses one-X Portal for IP Office licenses added to the IP Office configuration.

o IP Office Release 6 Licensing
This release of IP Office uses user profiles licenses. Users licensed and configured with the Office User,
Teleworker User or Power User profiles can be configured for as one-X Portal users. Those licensed and
configured for with Teleworker User or Power User profiles can also be enabled for one-X Portal telecommuter
mode.

e For systems being upgraded from IP Office Release 5 to IP Office Release 6, existing one-X Portal for IP
Office licenses remain valid and can be used to enable one-X Portal for users set to the Basic User profile.

e For one-X Portal 6.0 and higher, a user can refresh their browser without being logged out. All data will be retrieved
from the server again as if they had just logged in again. The user can also navigate to another website and back to
one-X Portal and still be logged in. If the user presses the Esc button they will be prompted to ask whether they
wish to logout, if they do not, the browser will be refreshed. With some browsers, for example Firefox, a user can
close their browser without logging out and when they reopen te browser they will be logged straight back in. If a
user closes their browser rather than logging out, the license they were using will remain consumed for up to 6
hours.

1. Start IP Office Manager and click on the -?l-- icon.
2.Select the IP Office and click OK.

3. Enter the user name and password for access to the IP Office's configuration settings.

4. Click on *® License.

5.Click on £ to enter a new license.
6. Enter the license or licenses provided for one-X Portal operation on that system.

7.1f the license has been entered correctly, the License Type will show one-X Portal for IP Office. The License
Status will be Unknown. The Instances will show the number of users who can now be configured for one-X
Portal operation using that license.

8.Click on |.'E‘ to save the updated configuration back to the IP Office system.

)

10.Check that the License Status is now Valid.

9. Reload the IP Office configuration and select License again.

11.Repeat this process for any other IP Office's that will be supported by the one-X Portal server.
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2.4 Configure Users for one-X Portal

It is strongly recommended that at least one user on each IP Office system to be supported is configured as a one-X Portal

user before the one-X Portal server is installed.

o IP Office Release 5 Licensing

This release of IP Office uses one-X Portal for IP Office licenses added to the IP Office configuration.

o IP Office Release 6 Licensing

This release of IP Office uses user profiles licenses. Users licensed and configured with the Office User,
Teleworker User or Power User profiles can be configured for as one-X Portal users. Those licensed and
configured for with Teleworker User or Power User profiles can also be enabled for one-X Portal telecommuter

mode.

e For systems being upgraded from IP Office Release 5 to IP Office Release 6, existing one-X Portal for IP
Office licenses remain valid and can be used to enable one-X Portal for users set to the Basic User profile.

IP Office Release 6
1. Start IP Office Manager and click on the -?l-- icon.
2.Select the IP Office and click OK.

3. Enter the user name and password for access to the IP Office's configuration settings.

4. Click on ﬁ User.
5.Select the user who you want to enable for one-X Portal operation.

6.Select the User tab.

Menu Programming | Mobility | Phone Manager Options | Hunt Group Membership | Announcements || SIP

Marne Extnz06
Passwiord

Confirm Passwaord

Full Marme

Exkension 206
Locale

Prioriky 5

Personal Directory

ShortCodes || Source Mumbers || Telephony | Forwarding | Dial In || Yoice Recording | Button Programming

Power User

[ Profile

g )

[] receptionist
[] Enable SoftPhone

[ Enable one-¥ Porkal Services

|:| Ex Direckary

7.Select the Profile which you want the user to use and for which the IP Office system has licenses. For one-X Portal
the supported profiles are Office User, Teleworker User or Power User. The later two are also able to support

the one-X Portal telecommuter features.

8.Check that the Enable one-X Portal Services check box is selected.

9. Note the user Name and Password. These are used by the user to login to one-X Portal.

e For analog phone users, the user's Call Waiting On and Off Hook Station settings should be selected in the

user's IP Office configuration.

10.Repeat the process for any other users who will be using one-X Portal services.

11.Click on |.'E‘ to save the updated configuration back to the IP Office system.
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Installation: Configure Users for one-X Portal

IP Office Release 5
1. Start IP Office Manager and click on the -?l-- icon.
2.Select the IP Office and click OK.

3. Enter the user name and password for access to the IP Office's configuration settings.

4.Click on a User.
5.Select the user who you want to enable for one-X Portal operation.

6.Select the User tab.
ser

MName Extnz04

Passward

Confirm Passwiord

Full Mamne Extnz04

Extension 204

Locale v
Pricrity = W

[] Ex Directary
( Enable one-¥ Portal Services j

7.Select Enable one-X Portal Services.
8. Note the user Name and Password. These are used by the user to login to one-X Portal.

e For analog phone users, the user's Call Waiting On and Off Hook Station settings should be selected in the
user's IP Office configuration.

1. Repeat the process for any other users who will be using one-X Portal services.

2.Click on Cﬂ to save the updated configuration back to the IP Office system.

one-X Portal for IP Office Installation Page 21
IP Office 15-601139 Issue 02d (03 March 2010)



2.5 Checking Available Server Ports

The one-X Portal application installs as a service (Avaya one-X Portal) listening on a server's port. By default it uses port
8080.

It is important to check that port 8080 is not already in use by another application. If it is, a different unused port number
should be specified during the one-X Portal software installation. The only way to change the port following installation is
to remove and then reinstall the softwarel 5™,

Whichever port is selected, ensure that incoming TCP access to that port is allowed in the server's firewall exceptions.

e Listing Ports Already in Use
To check which ports are already in use on the server, the command netstat -an >ports.txt can be used. This will
create a text file ports.txt listing all the ports on which the server is currently listening. Those ports should not be
used for one-X Portal.

e Reserved Ports
There are a number of ports used by other Avaya IP Office applications. If any of these are specified during
installation, the installer will ignore the selection and default to installing on port 8080. Examples of reserved ports
are:

e 8089 - Default port used by IP Office Conferencing Center application.
e 8888 - Default port used by ContactStore for IP Office.

e Other Commonly Used Ports
Ports in the 8000 range are also frequently used by other applications.

e 8081 - Default port used by IIS for Sharepoint Administration access.
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Installation: Checking Available Server Ports

2.6 Install the one-X Portal Software

o Important
It is strongly recommended that you do not start software installation until the previous installation steps (IP

Office security settings[ 17, one-X Portal licenses[ 194, user configuration[20™) have been completed.

1. Check that you have logged in to the server using an account with full administrator rights.
2.0n the IP Office Application DVD, locate and double-click on the file one-Xportal.msi file to start the server

software installation process.
i'él Avaya one-X Portal ¥5.0.9 Setup -0 x|

one><
Welcome to the Avaya one-x Portal
W5.0.9 Setup Wizard

The Setup Wizard will install &vaya one-x Portal ¥5.0.9 on
wour computer, Click Mext ko continue or Cancel to exit the
Setup Wizard,

Zancel |

3.Click Next. If Java is not installed on the server, the one-X Portal installer will offer to install

i'qz!:l‘ Avaya one-¥ Portal for IP Office ¥6.0.8 Setup =0 x|

VYA .
Avaya one-x Portal for IP Office v6.0.8 Setup |:|n|\'f—| =24

Back,

it.

lick next ko proceed For the jawva installation,

This module can only be installed if Jawa Runtime Enviornment ¥1.6 has been
installed Firsk, Do You Want ko install it Firsk?

£ Inskall Java

' pon't inskall Java and Exit

Mexk | Zancel |

4.Select Install Java and click Next. Unless there is a reason to do otherwise we recommend that you leave the
default installation path (C:\Program Files\Avaya\oneXportal) unchanged.

i'.g!,'J Avaya one-X Portal ¥5.0.9 Setup _ ||:||£|

AVBYE

Destination Folder oNe>3
Click Mext ko install to the default Folder or click Change to choose another
Install Awvava one-% Portal ¥5.0,9 ko
IC:'I,F‘ru:ugram Files!Awvayalonerportall
Change... |
Enter Server Port Mumber IBDSD
Back. Zancel |

¢ Enter Server Port number: Default = 8080
If the server PC already has services using port 8080 (see Checking Available Ports), enter a new unused port
number here. Note that once one-X Portal is installed, the port number can only be changed by removing and

then reinstalling the one-X Portal software.

Page 23

one-X Portal for IP Office Installation
15-601139 Issue 02d (03 March 2010)

IP Office



5.Click Next.

i';_;“ Avaya one-X Portal ¥5.0.9 Setup ;IEIEI

BNV )
) one><
Ready to install Avaya one-X Portal ¥5.0.9

Click Install ko begin the installation, Click Back ko review or change any of waour
installation settings, Click Cancel to exit the wizard,

Back,

Cancel |
6.Click Install. The process of copying and installing files is started.

i';_;“ Avaya one-X Portal ¥5.0.9 Setup ;IEIEI

BNV )
i one><
Installing Avaya one-X Portal ¥5.0.9

Flease wait while the Setup Wizard installs Avaya one-¥ Porkal ¥S.0.9,

Status:  Walidating install

Back.

Cancel |

7.When installation of the software is complete, the completion screen is displayed.

i'—E‘ Avaya one-X Portal ¥5.0.9 Setup ;IEIEI

SO .
one><

Completing the Avaya one-x Portal
W5.0.9 Setup Wizard

Click the Finish button bo exit the Setup Wizard,

¥ sStart the Avaya one-% Portal Service,

8.Select Start the Avaya one-X Portal Service. If you do not select this option, the Avaya one-X Portal service will
need to be started manually [ 354 before it can be configured.

9. Click on Finish.

10.Proceed to Initial Server Configuration| 25
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Installation: Install the one-X Portal Software

2.7 Initial Server Configuration

At this stage, the one-X Portal server software has been installed[ 23 and the service started. However the one-X Portal
server still requires initial configuration. During this configuration it will connect to the IP Office systems.

1.If you did not select Start the Avaya one-X Portal Service during the software installation, start the service
manually [ 35,

2.0n the one-X Portal server, open a web browser and enter http://127.0.0.1:8080. If the software was installed
using a different port number, replace the 8080 with that port number.

3.If the service has only just been started, you will have to wait a while whilst the services are started. This can take
up to 15 minutes before one-X Portal responds. One way to monitor progress is to use Windows Task Manager.

Typically as one-X Portal is starting, the PF Usage will gradually increase. Once is reaches approximately 2.3GB,
one-X Portal has started.

4.The web server installed by the one-X Portal installer should respond with its default web page.

/= apache Tomcat - Windows Internet Explorer 10l =l

@‘ v [[# hetp:ji127.0.0.1:5080 El | #2 || % | JLive search 2=

Er:f alp @Apache Tomcat | | - ) - o= - I-_;}Eage b L‘,.f Tools - ®
Apache I
Tomcat

"¢ Apache Software Foundation

=

= http://www.apache.org/

/4

Administration If you're seeing this page via a web browser, it means you've setup
Tomcat successfully. Congratulations!

5.Add inyama/inyama.html?admin=true to the browser address. This is the login path for the administrator
access to the one-X Portal application.

/2 one-X Portal - Windows Internet Explorer I ]
@‘ - I@ htbp:/f127.0.0,1:8030/invama/inama. hkmly admin=true j || X ILive Search 2
Er:f <he ETI one-¥ Partal

| - B - deh - bpage v G Tools + 7

-

Wersion: 255.0.0.2445
AVAYA

™

(mm | g | — 5 2N

Portal for IP Office

Administrator
MarkG |

Password

|
Login

2009 Avaya Inc. All Rights Reserved

6.The message System is currently unavailable - please wait may be displayed with the one-X Portal application

starts. When the message disappears approximately 15 minutes after the one-X Portal service was started, you can
login.

7.Check that the version reported matches the version expected. If not refer to the Troubleshooting[ 57 section.

8. Enter the default administrator name (Administrator) and password (Administrator) and click Login.
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9.The License Agreement page is displayed.
STEFP 1: License Agreement

You mustread and accept this agreement.
AVAYA EMND USER LICEMNSE AMD WARRAMNTY o

Far Custamer Furchases from a Reseller

THIS END USER LICEMSE ANMD WARRANTY AGREEMENT CAGREEMEMT ) GOVERMS THE WARRANTY
OF AVAYA'S PRODUCTS ANMD THE USE OF AVAYA'S PROPRIETARY SOFTWARE. READ THIS
AGREEMENT CAREFULLY, IM TS ENTIRETY, BEFORE IMNSTALLING QR USING THE AVAYA PRODUCT
(3} (A2 DEFIMNED BELOW). BY INSTALLING QR UISING THE AVAYA PRODUCT(Z), OR AUTHORIZING
OTHERZ TO DO 20, YOLU, ON BEHALF OF YOURSELF AND THE ENTITY FOR WHOM YOU ARE
IMSTALLING OR USIMNG THE PRCDUCT(S) (HEREINAFTER REFERRED T2 INTERCHAMNGEABLY
ASTYOL” AMD "EMD LISER™), AGREE TO THE TERMS AMD CONMDITIONS OF THIS AGREEMENT AMND
CREATE ABIMDING CONTRACT BETWEEM YOLN AMD AVAYAINC. CAVAYA™). ANY USE OF THE
FRODUCTIS) WILL COMSTITUTE YOUR ASSENT TO THE TERMS OF THIS AGREEMENT (OR
RATIFICATION OF ANY PREVIOUS

COMNSENT).

Have Read & Agree
r

Next-» | Cancel

10.When you have read the license, select Have Read & Agree and then click on Next.

11.The menu now allows entry of the IP addresses of the IP Office systems to which you want the one-X Portal server
to connect.

STEP 2: Setting the IP Office IP Addresses

Description

Mow you need to specify sources of user lists, directories & telephaony services. Enter a comma ;l
seperated list of the IP Address(es) of the IP Office Units which will be used.

Forexample enter; 192 168 .42 1192 168.42 2

In“Advanced Provider Cptions’ you may averride default provider configuration values and specify an
aptional LDAP Directory Source common to all users.

IP Office Unit IP Address(es)
192.168.42.1 '«
IF Office(s) not yet checked. «]
¥ Simple Installation Advanced Installation

B Status

Check IP Office(s)> | Mext>= | Cancel & Restart

e In the following menus, the I+ Status icon can be used to show/hide status messages about the actions being
performed by the installation process.
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Installation: Initial Server Configuration

12.Enter the addresses in the form and select Check IP Office(s). The one-X Portal server will attempt to connect to
each of the indicated IP Offices. The orange background will change to green is this is successful.

IP Office Linit IF Addressies]

¥ Simple Installation © Advanced Installation
P Status

Check IPF Office(s)-> | Configure for IP Office(s)—= | Next-> Cancel & Restart

13.If the customer has a Voicemail Pro voicemail server, click on Advanced Installation.

¢ Click on the Voicemail Provider tab and enter the IP address of the Voicemail Pro voicemail server. For IP
Offices in @ Small Community this should be the address of the centralized voicemail server (not that of the
backup or any distributed voicemail servers).

Mid-Layer | Telephony (CSTA) | Directory (IP-Office) || Directory (LDAPY | VoiceMail-Provider

Provider's Mid-Layer Username | i2wi_LSer

Provider's Mid-Layer Passward | essssses

Provider runz on Part gos0

Azzign New Voicemail Server Unit |

D VoiceMailServer 1P Address
0 EntervalidiPAddress Delete

14.If the customer has provided details of an LDAP directory source, click on Advanced Installation if not already
selected.

e Click on the Directory (LDAP) tab. Enter the LDAP server information into the fields labeled LDAP.
Mid-Layer | Telephony (CSTA) | Directory (IP-Office) | Directory (LDAP) | YoiceMail-Frovider

Froviders Mid-Layer Username Iindnda_user

Providers Mid-Layer Fassword |uuuu

Provider runs on Port IBDBU
LDAF Server Address |Idap:.f'.f'ldap-sewer-ip-addre
LDAF Server Username |g|nha|"¢_.;uur-username
LDAP Server Password |uuuu
LDAF Server Base DM IDLJ=|T|'_.;regi|:|n.DLJ=|'n'_.,fhus
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15.Click on Configure for IP Office(s). The one-X Portal server will connect with each IP Office and automatically
extract details of the IP Office users. If Simple Installation was selected, the installer will go through this and the
following steps automatically. If Advanced Installation was selected, the installer will require you to select Next
after each step.

STEP 3: Extract User Lists from [P Office Unit(s)

Description

Extraction of lists of users from the IP Office Unit{s) can start. A cached internal representation ofthese ;I
Lusers will ke maintained in synchranisation with the master records on the I[P Office(s). Adds, moves and
changes of users must be done with the IP Office Manager.

B Status
Automatic User List Extraction Progress

16.Having extracted user details, the one-X Portal server will extract directory details from the IP Office systems.

STEP 4: Synchronise System & Personal Directories

Description
You are now ready to impaort the System & Personal Directories from the IP COffice Unit(s). ;I
P Status

17.The one-X Portal server will now prompt you to change the password used for administrator access.

Administrator Default Password Check

You must change the password from its default value.
Mew Passward

Itttttttt
Mew Password(Typed Again}

Iifi'fi'i

Fasswords match
Fassword strength not enforced

Change Password

18.Enter a new password and click Change Password.

19.The initial configuration is complete. Note that it will still be at least another 5 minutes before the one-X Portal is
usable by end users.
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Installation: Initial Server Configuration

2.8 Test User Connnection

From a user PC rather than the server PC, check that a user can login to one-X Portal and use it to make and answer
calls.

1.From a user PC, uses a web browser to browse to the one-X Portal server. Do not add the 2admin=true part to the
URL as that is only used for administrator access.

,fj one-X Portal - Windows Internet Explorer 10| =l
@:-—: ~ |[#] nttp:11192.168.42.203finyamajinyama.htrl =] #2|| x| |uive search ol
TF dhe @one-x Fortal | | @ -5 - ;é; - |5 Page - _5}. Tools ~

T ——— &

Warsion: 255.0.0 2444
F

Portal for IP Office

User name
MarkG |

Remember me on this computer

Password

[ |
Login

2009 Avaya Inc. All Rights Reserved

.Enter the user's name and password.
.Check that the user can see the system directories and, if configured, search the external directory.

.Check that the user can see and edit their personal directory.

ga A W N

.Make a call to the user's extension. The call should be shown within the Calls gadget. Answer the call using the
Calls gadget.

o))

.Check that the answered call appears in the Call Log gadget.
7.Make a call using the Calls Gadget.

8.If the IP Office system includes a voicemail server, check that the Messages gadget shows messages in the user's
mailbox (leave them a message if necessary).

9.Select Logout and thank the user nicely.
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2.9 Disable Java Updates

one-X Portal uses Java and will install Java if not already present on the server. However it is strongly recommended that
Java automatic updates are turned off once one-X Portal is installed. This can be done through the Java option in the
Windows Control Panel.
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Installation: Disable Java Updates

2.10 Advanced Configuration Options

The options available through Advanced Installation should not currently be adjusted except for the settings on the
Directory (LDAP) tab. That tab can be used to enter the details of the LDAP source to be used.

1.Select Advanced Installation.
2.Click on # Advanced Provider Options.
3.The advanced options are shown as a set of 4 tabs.
e Mid-Layer
Mid-Layer | Telephony (C2TA) | Directory (IP-Office) | Directory (LDAF) || VaiceMail-Pravider

Mid-Layer Hast Mame |I|:n:s||h|:|st

Mid-Layer Port |anan

Mid-Layer Service Mame |inkaha

e Telephony (CSTA)
Mid-Layer | Telephony (CSTA) | Directory (IP-Office) | Directory (LDAP] YoiceMail-Frovider

Froviders Mid-Layer Username |in|j|:.|ja_user

Froviders Mid-Layer Fasswaord |uuuu

Provider runs on Paort |BUBD
Commaon SAF Usermname IE|‘IhT|:F:ESEn"iCE
Comman 3AP Password |uouuuu

o Directory (IP-Office)
Mid-Layer || Telephaony (CSTA) | Directory (IP-Office) | Directory (LDAP) | YoiceMail-Pravider

Providers Mid-Layer Usermame |i|'||j|:||ja_|_|ser

Providers Mid-Layer Passwaord |uuuu

Frovider runs on Port |BDBU

Timeout |200

o Directory (LDAP)
Mid-Layer || Telephony (CETA) | Directory (IP-Office) || Directory (LDAP) | VoiceMail-Provider

Froviders Mid-Layer Username |i|'||:||:||:|E|_LISEF

Providers Mid-Layer Fassword |uuuu

Frovider runs on Port IBDBU
LDAP Server Address |I|:|E|p //\dap-server-ip-addre
LDAP Server Lsername IE||ElhE|'-.'_-,-’DLIF-LISEFI'IE!I'HE
LDAF Server Password |uuuu
LDAF Server Base DM IDU=myreginn OU=mybus
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¢ Voicemail Provider
Mid-Layer | Telephony (CSTA) | Directory (IP-Office) || Directory (LDAP} | VoiceMail-Provider

Provider's Mid-Layer Username | i2wi_LSer
Provider's Mid-Layer Passward | essssses

Provider runz on Part gos0

Azzign New Voicemail Server Unit |

D VoiceMailServer 1P Address
0 EntervalidiPAddress Delete

4.Complete the details as required. Then continue as per normal initial server configuration [ 27,
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Chapter 3.
Maintenance
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3. Maintenance

This section covers various post installation activities that may need to be performed.

e Manually Starting the Service[ 353

o Adding an Additional IP Office[ 36"

e Changing an IP Office Details| 39}

o Adding/Deleting Users| 42

o Editing User Settings! 42y

o Adding an LDAP Directory Sourcel4™

e Checking the External LDAP Directory[ 48}

e Backing Up the Database[45%

o Restoring a Previous Backup! 46

e Checking and Updating the System Directoryl 47

e Upgrading one-X Portall 493

o Downgrading one-X Portal[ 5

e Removing one-X Portall5™

e Remote Logging/5H
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Maintenance:

3.1 Manually Starting the Service

The one-X Portal application installs as a service called Avaya one-X Portal. It can be started and stopped through the

standard Windows Services control panel.

=101 x|

Provides storage of Avaval...

+ayva one-x Portal Server Started
Transfers files in the backgr. ..

Enables ClipBook Viewer ko 5.,

%Backgrnund Intellig. ..
%Clipﬁmk

%COT‘-‘H Event Systern  Supporks Swskem Event Moki...  Started
%COT‘-‘H System Appl... Manages the configuration a...

%Cnmputer Browser Maintains an updated lisk of ... Started
%Crvntugraphic Serv... Provides three management,.. Started
%DCOM Server Proc,..  Provides launch functionality..,  Started
%DHCP Client Reqisters and updates IP ad...  Started

File  Action View Help
&= |HEFDE @ZE > =
% Services (Local) Mame  # I Description I Skakus I Startup Tvpe I Log On As I il
Avava IPOCCR Ala,..  Avava IPOCCR Alarm Keep ... Started Automatic Local Systemn
%.ﬁ.vaya IPOCCR Dat,., The Avava IPOCCR Data An...  Started Automatic Local System J
%.ﬁ.vaya IPOCCR Prin... Awvawva IPOCCR Printer Disco...  Started Automatic AAdminist. .
%.ﬁ.vaya IPOCCR Re...  Provides Real Time Databas...  Started Automatic Local System
%.ﬁ.vaya IPOCCR Re. .. Started Automatic Local System

Aukornatic Loca M1

Manual Local System

Disabled Local System
Autamatic Local System
Manual Local System
Automatic Local Systemn
Autamatic Local System
Automatic Local Svstem
Aukomatic Metwork 5, .. LI

Extended R Standard /

Note that when starting or restarting the service, even though the Avaya one-X Portal service will report itself as started
within a few seconds, it will be up to 15 minutes before the application is fully operational. One way to monitor progress is
to use Windows Task Manager. Typically as one-X Portal is starting, the PF Usage will gradually increase to approximately

2.3GB before one-X Portal has started.
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3.2 Adding an Additional IP Office

To add an additional IP Office within the Small Community Network, its IP address needs to be assigned to the Telephony
(CSTA) provider and to the Directory (DSML IP Office) provider.

e Warning
This process requires the Avaya one-X Portal service to be restarted. During the restart one-X Portal will not be
available to all users for up to 15 minutes.

1. Before adding another IP Office to the one-X Portal configuration:
« Check that the IP Office has been configured with the security settings! 17 for one-X Portal operation.
 Check that the IP Office is licensed[ 194 for one-X Portal.

e Check that at least one user on the IP Office has been enabled for one-X Portal[ 20",

2.Log in[6™ to the administrator menus.
3.Check that the IP Office can be seen from the one-X Portal server.
a. Select Diagnostics and then IP Office Connections.

b.Enter the IP Address of the target IP Office and click on Check.

Health P Logaing Configuration
Configuration P Logaoing Viewer
Diagnostics b hetwark Routes
Logaing .C..'j!ﬂ_murat"m ¥ URL Connection Test
Logging Viewer
Metwark Routes P Description: Simple probe testfor an IP Office Unit at an IP Address.
IP Office Connections
Database Integrit IP Address I 192 165 441 Check
Reachable :l
ipAddress=M192 168 441
mac=00e007026fac
type=IF 500
class=CPLU
Result icon=0 _
ver=5.0(11021)
-| name=IF500 Site A
state=3
state=50804
Directory Integration licensed=1
required license=1
Help & Support g [

c. If the IP Office is reachable, the results will include base information about the IP Office system.
4. Select Configuration and then Providers.

5.Click on Get All to retrieve the current provider records from the one-X Portal database.

Health B Global Configuration
Configuration ¥ Providers
Providers
m B Description: Configure praviders of services to applications
Backups
c3v
EtatLIS:lr’-‘hII records have been fetched.
D Marme Page 44 4 1 F [
™[4  |Default-DSML-LDAP-Provi |_Edit |
|3 |Default-CSTA-Provider Edit_|
|2 |Default-DSMLIPO-Provide | Edit |
r |1 |Elefault-Presentatinn_La'_.,.rE Edit_|
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Maintenance: Adding an Additional IP Office

6. Next to the Default-CSTA-Provider, click on Edit.
Provider Editor

ID E

Mame | Default-CSTA-Provider

Data |-::?me version="1.0" enco

Provider Type Selectar |Te|eph-:|n:.-' [CSTA) j

| IP Office(s) Assigned |
Mid-Layer URL

Itp: Hocalhost:8080/inkaba
Mid-Layer Username

Iinn:h:u:la_user

CETA Config Editor  Mid-Layer Password
Iiiiiiiiiiiiiiiiiii
Mid-Layer Password Hash
I?EIDDEEHU&EEIASFAE?E
Run On Port

|3080
Created |2009-05-08 13:41:33 6710

Close

7.Click on IP Office(s) Assigned.
IP Office(s) assigned to Provider

This control enahles you to add & delete the IP Office Unitis) mapped to a provider.

Changes apply to the local copy of the provider record & must be committed to take affect.

Upto 32 IP Office Unit{s} may be assigned to a provider, as per Small Community Metwaork limit.
Distribution of providers aver several servers may be needed for effective performance.

The factors are: server performance, I[P Office utilisation & netwaork latency.

D IP Address User Passward

[ 192.168.42 1 Delete

Close || Assign New IP Office Unit

8.Click on Assign New IP Office Unit.
IP Office(s) assigned to Provider

This control enakles you to add & delete the IP Office Unit(s) mapped to a provider.

Changes apply to the local copy of the provider record & must be commitied to take affect.

IIpto 32 IP Office Unit{s) may be assigned to a provider, as per 3mall Community Metwork limit.
Distribution of providers over several servers may be needed for effective performance.

The factors are: server performance, IP Office utilisation & network latency.

I IP Address Lser Fassword
o [192.168.42 1 | | Delete
[1 [192.168.44 1 |EnhTcpaSenice [seseecsscee Delete

Close | Assign New IP Office Unit |

9.Enter the IP Address of the IP Office control unit.

10.Enter the User name and Password that match the TCPA security user configured in the IP Office system.
11.Click Close.

12.Click Close again.

13.Click on Put Selected. This writes the new settings of the CSTA provider back to the one-X Portal database.

14.Repeat the process but this time adding the new IP Office to the IP Offices assigned to the Default- DSML-IPO-
Provider. Again end with Put Selected.
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15.Restart the Avaya one-X Portal service[ 353,

16.When the service has fully restarted, log in to the administrator menus again.
17.Select Health and then Component Status.

18.Click on Get All. New CSTA and DSML components for the IP address of the newly added IP Office should be
included. The status of these should be available.

Health W Compeonent Status
Component Status B Description: Health of key one-X Portal components

Key Recent Events

Active Sessions Get Al

vironment

Status{a)l recards have been fetched.

[T ID  Component Mame Status Reported At Additional Info. Page 44 “ 12 F |

™[5 [CSTA-Provider-1-192 168 42 1 _||2009-05-20 09:12:34.968 | component reportin Delete
I [33 [CSTAProvider1-192 165 44 1 _||2009-05-20 09:10:53.656 | component reportin Delete
™ [¢ [csTAProvider-1-Master _||2009-05-20 091235156 | _ masteris up Delete
2 [DSWL-Provider1-192 165.42.1 | NGSBIGHMN |2005-05-20 091340234 [Personal resynchro Delete

19.Select Directory Integration. Check that the new IP Office system's users are listed. If not, select Directory
Synchronization | Force a resynchronization with IP Office Directories and wait 5 minutes.

20.Select Configuration and then Users. Click Get All. Check that the new IP Office system's users are listed.
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Maintenance: Adding an Additional IP Office

3.3 Changing IP Office Details

If the details (IP address, TCPA service user name or password) of an assigned IP Office are changed, the IP Office
settings within the one-X Portal providers must be updated to match.

e Warning
This process requires the Avaya one-X Portal service to be restarted. During the restart one-X Portal will not be
available to all users for up to 15 minutes.

1.Log inl6™ to the administrator menus.

2.If it is the IP Office IP address that has changed, check that the IP Office can be seen from the one-X Portal server.
a. Select Diagnostics and then IP Office Connections.
b. Enter the IP Address of the target IP Office and click on Check.
c. If the IP Office is reachable, the results will include base information about the IP Office system.

3.Select Configuration and then Providers.

4. Click on Get All to retrieve the current provider records from the one-X Portal database.

Health P Global Configuration
Configuration ¥ Providers
Providers
m P Description: Configure providers of senvices to applications
Backups
csv
EtatLIS:|;|’-"~II records have been fetched.
[ D Marme Page 44 4 1 ¥ pp
™[4  |Default-DSML-LDAP-Provi |_Edit |
|3 |Default-CSTA-Provider Edit |
|2 |Default-DSMLIPO-Provide | Edit |
r |1 IDefault-F'reaentatiun_La'_-,.rE Edit_|
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5.Click on the Edit button next to the CSTA provider to which the IP Office was assigned.
Provider Editor

ID E

Mame | Default-CSTA-Provider

Data |-::?me version="1.0" enco

Provider Type Selectar |Te|eph-:|n:.-' [CSTA) j

| IP Office(s) Assigned |
Mid-Layer URL

Itp: Hocalhost:8080/inkaba
Mid-Layer Username

Iinn:h:u:la_user

CETA Config Editor  Mid-Layer Password
Iiiiiiiiiiiiiiiiiii
Mid-Layer Password Hash
I?EIDDEEHU&EEIASFAE?E
Run On Port

|3080
Created |2009-05-08 13:41:33 6710

Close

6. Edit the details displayed to match the new settings of the IP Office system.
IP Office(s) assigned to Provider

This control enahles you to add & delete the IP Office Unitis) mapped to a provider.

Changes apply to the local copy of the provider record & must be committed to take affect.

Upto 32 IP Office Unit{s} may be assigned to a provider, as per Small Community Metwaork limit.
Distribution of providers aver several servers may be needed for effective performance.

The factors are: server performance, I[P Office utilisation & netwaork latency.

D IP Address User Passward

[ 192.168.42 1 Delete

Close || Assign New IP Office Unit

7.Click Close.
8.Click Close again.
9.Click on Put Selected. This writes the new settings of the CSTA provider back to the one-X Portal database.

10.Repeat the process but this time updating the details for the DSML IP-Office provider to which the IP Office was
previously assigned. Again end with Put Selected.

11.Restart the Avaya one-X Portal service.
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Maintenance: Changing IP Office Details

3.4 Adding an LDAP External Directory Source

An LDAP provider is created by default during installation but not configured for connection to an LDAP sever (unless an
Advanced Installation is selected and the LDAP provider settings altered). The process below changes the LDAP provider
settings to allow LDAP operation.

LDAP operation can be tested through the Directory Integration | LDAP Directory Search| 75 option in the
administrator menus.

Unlike the LDAP support in the IP Office, the one-X Portal sever does not import records from the LDAP source and then
use those records as a directory. Instead, when a one-X Portal user enters characters in the External Directory tab of the
Directory gadget, the one-X Portal server uses the LDAP source settings to do a live search of the LDAP source records.
The one-X Portal server therefore does not need to regularly update its LDAP records.

e Warning

This process requires the Avaya one-X Portal service to be restarted. During the restart one-X Portal will not be
available to all users for up to 15 minutes.

.Login to the administrator menus.

.Select Configuration and then Providers.

1
2
3.Click on Get All to retrieve the current provider records from the one-X Portal database.
4. Click on the Edit button next to the LDAP provider.

5

.Click on LDAP Server(s) Assigned. This will list the LDAP source already assigned.
LDAP Server(s) assigned to Provider
This control enables you to add & delete the LDAP Server(s) mapped to a provider.
Changes apply to the local copy of the provider record & must be committed to take affect.

Distribution of providers over several servers may be needed for effective perfarmance.
The factors are: server performance, IP Office utilisation & network latency.

|8} LDAP Server URL User Fassword Base DN

Edit Field
fo [192.168.42.12 [Pofice [seseceeecee e Delete

Close | Assign New LDAP Server |

6.Change the details to match the LDAP server source that you want to use.

e LDAP Server URL
The URL of the LDAP directory source, for example Idap:\ \ldap.example.com.

e User/Password
The user name and password for access to the LDAP server.

¢ Base DN
This is also called the Search Base. It defines which set of records in the LDAP source should be used for

searches. The LDAP sever administrator will provide a suitable string, for example ou=Users,dc=global,
dc=example,ddc=com.

7. Click on Edit Field Mapping. The field names (on the left) are the fields shown in the one-X Portal directory. Enter
the names of the matching field for each in the LDAP sources records.

LOAP Field Mappings

FIRSTNAME  [givenName

LASTMNAME |5n

WORKPHONE Itelephnne[‘lumher

HOMEFHCMNE IhmneF‘hune

OTHERPHONE |.:E|

WORKEMAL  [mail

FPERZOMALEMAIL I personalldail

OTHEREMAIL  |otherMail

....................................

8.Click Close.
9. Select the check box next to the new entry and click on Put Selected.

10.Restart the Avaya one-X Portal service[ 353,
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3.5 Adding/Deleting Users

The one-X Portal server is synchronized with the users that exist on the IP Office systems. Users are added and or deleted
through the IP Office configuration.

Changes to users on the IP Office systems will be updated within one-X Portal after approximately 5 minutes.

3.6 Editing User Settings

Most of the settings set by one-X Portal users through their Configuration tab, for example Profile definitions, are stored
as part of the one-X Portal database. As the one-X Portal administrator you can view and edit those settings. The
exception is DND Exception numbers which are part of the user's configuration read from the IP Office system.

Setting one-X IP |Source/Storage
Portal | Office

Personal Directory o + | A user's personal directory is stored in the configuration of both one-X Portal and
their IP Office. Changes in either are synchronized where possible.

e Personal directory records stored by one-X Portal can contain several
numbers, with one selected as the Primary phone number. The
matching records stored in the IP Office configuration contains just
one number, that being the one selected as the Primary phone
number. Changing the Primary phone number selection in one-X Portal
will update the number stored in the IP Office configuration to match.

e The system limit for total personal directory records depends on the IP
Office control unit being used. When this limit is reached, additional
personal directory records are stored by one-X Portal only.

e IP500/IP500 V2: 10800 total personal directory records.
e IP412: 3600 total personal directory records.
e IP406 V2: 1900 total personal directory records.

e For users with a 1608 or 1616 phone, they can edit or delete the
contact through the phone's menus (primary phone number only).

Call Log - + |A user's call log is stored in the configuration of their IP Office.

Voicemail - +  |Details of the user's voicemail messages are taken from the voicemail server via
Messages the IP Office.

Profiles o = |A user's profiles are stored by the one-X Portal server. When a profile is made

active is may alter various user settings on the IP Office. If the IP Office
configuration settings are altered by another method, the user's profile is changed
to 'Detected'.

DND Exceptions - + |A user's Do Not Disturb exception numbers are stored in the configuration of their
IP Office.

Keyboard o = |A user's keyboard shortcuts are stored by one-X Portal.

Shortcuts

Sound o = |A user's one-X Portal sound preference is stored by one-X Portal.

Configuration

Park Slots o = |The park slot numbers used for a user's one-X Portal park buttons are stored by
one-X Portal.
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Maintenance: Editing User Settings

Editing User Settings
1. Select Configuration and then Users.

2.Click on Get All. and browse through the users.

3.Click on the Edit button next to the user you want to edit. The user configuration settings are displayed.

User Editor
D [31
Name IAgEﬂt A
Unique Identifier |E115E100BASE11DBAT0;
Dizplay Mame I
Paz=zword quu-uuu
Pazzword Hash |UEEA931191?BEEC?29[]9[
Uzer Configuration Type Selector Presence h
Iy Statuz
fvailable =
U=zer Configuration Type Specific Editor | yame Type Mumber
+ Add a new presence definition
Do Not Disturk Exceptions
Created 2009-06-11 07:43:28.7180
Save | Cancel |

4.Use the User Configuration Type Selector to select the user settings you want to view/edit. If required edit the
settings.

5.Click Save.

6.To commit the edited settings back to the one-X Portal database, select the check box next to the user and click on
Put Selected.
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Bulk Editing

1. Select Configuration and then Users.
2.Click on Get All and browse through the users.
3. Select the check box next to each of the users that you want to edit.

4. Click Bulk Edit.
Bulk User Configuration Editor

ser Configuration Type Selectar |EEIE|:1 j

ser Configuration Type Specific Editor ISnme User Configuration

Save Cancel

5.Use the User Configuration Type Selector to select which user configuration settings you want to edit for all the
selected users.

Bulk User Configuration Editor

ser Configuration Type Selectar Keyboard Shortcuts s
Answer | CTRL+A

Call  [CTRL+C

Lser Configuration Type Specific Editor
Hold  [CTRL+H

Drop  [CTRL+D

Save Cancel

6.When you have completed editing, click Save.

7.Click Put Selected to send the changes back to the one-X Portal database.
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Maintenance: Editing User Settings

3.7 Backing Up the Database

You can backup the one-X Portal database of settings. The resulting file can be restored[ 46" if necessary.

1. Select Configuration and then Backups.

Health P Global Configuration
Configuration P Providers

Providers

sers P Users

Backups W Backups

c8Y

P Cescription:Managing configuration backups

Backup Configuration

Restore Configuration

WARMING: Restoring the Configuration will lose all existing data. Tick the checkbox to proceed.
Unlocked

v
2.Click on Backup Configuration.

3.The configuration is backed up as backup.sql in the bin folder of the one-X Portal application (default C:\Program
Files\Avaya\oneXportal\Tomcat\appache-tomcat-6.0.18\\bin\backup.sql).
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3.8 Restoring a Previous Backup

This process will override the current one-X Portal configuration. It needs to be followed by a restart of the one-X Portal
service. It requires the one-X Portal settings to have been previously backed up to a file called backup.sql . That file

needs to be in the bin folder of the one-X Portal application (default C:\Program Files\A
tomcat-6.0.18\\bin\backup.sql) for restoration.

1.Select Configuration and then Backups.

Health P Global Configuration
Configuration P Providers

Froviders

Users P Users

Backups W Backups

CsY

P Description:Managing configuration backups

Backup Configuration

Restore Configuration

WARMING: Restoring the Configuration will lose all ex
Unlocked
v

2.Select Unlocked.

3.Click on Restore Configuration.

4.The one-X Portal server will indicate if the restore was completed.

vaya\oneXportal\Tomcat\appache-

isting data. Tick the checkhox to proceed.

5.1In order to clear cached data and settings from the previous configuration, you must restart the one-X Portal server

service.
h; Services =10 x|
File  Action View Help
&= |[EHFHE PE e
% Services (Local) Mame  # I Diescripkion I Skabus I Startup Tvpe I Log On &s I :I
Avava IPOCCR Ala,..  Avava IPOCCR Alarm Keep ... Started Aukornatic Local Swstem
%.ﬁ.vaya IPOCCR Dat.., The Avava IPOCCR Data An...  Started Aukomatic Local System J
%.ﬁ.vaya IPOCCR Prin... Awvawa IPOCCR Printer Disco...  Started Aukarmnatic SAdrminist,
%.ﬁ.vaya IPOCCR Re...  Provides Real Time Databas...  Started Aukomatic Local Svstem
%.ﬁ.vaya IPOCCR Re. .. eof Avaval.., Starked Aukomatic Local System

Provides storag

iy rkal  Avaya one-X Porkal S Started

%Backgmund Intellig...

%Clipﬁuuk

Transfers files in the backgr. ..
Enables ClipBook Wiewer to s, ..

%COM+ Event Systerm  Supports Swstem Event Moti...  Started
%COI\H Systern Appl... Manages the configuration a...

%Cumputer Browser Maintains an updated list of ...  Started
%Cryptngraphic Serv... Prowvides three management,.. Starked
%DCOM Server Proc...  Prowvides launch functionality, .. Started
%DHCP Client Reqgisters and updates IP ad...  Started

Aukarmatic

Manual Local Svstem
Dizabled Local System
Aukarnatic Local Swskem
Manual Local Svstem
Aukornatic Local Swstem
Aukarmatic Local System
Aukarnatic Local Swstem
Aukornakic Mebwork 5. . LI

Extended k Standard /
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Maintenance: Restoring a Previous Backup

3.9 Checking and Updating the System Directory

The system directory shown to one-X Portal users is a combination of the users, groups and directory entries from all the
IP Office systems with which one-X Portal has been configured to operate.

By default, the one-X Portal application updates the system directory records every 300 seconds approximately. Through
the one-X Portal administrator menus you can view the system directory and, if necessary, force an update.

You can also search the external directory in the same way as one-X Portal users.

1.Select Directory Integration.

2.Select System Directory. The current system directory is shown. Check that the entries are as expected.

Health P Directory Synchronisation
Configuration ¥ System Directory
Diagnostics ,& Alec Creed 3 Emma Patter
Directory Integration B tney Ertle Sip & Ernesto 8579
Directory Svnchronisation & ashley watton & Exin1za4
Systern Directory
LDAP Directory Search & swskoniP & Extnigeo
& Eradsip & Exnizos
3 BradT ,& Geoff Froud
(B EBract & Graham Richards
& DaveHws & Imerio 1P
Help & Support Enter a name h 17 p

3.If you feel that an update is required, select Directory Synchronization.
Health W Directory Synchronisation

Configuration B Description: Forcing Directory Cache Update

Diagnostics
Force a Resynchronisation with IP Office User Lists |

Directory Integration
Directory Svnchronisation Force a Resynchronisation with IP Office Directories |
Systern Directory

4.Click on Force a Resynchronization to all IP Office Directories.
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3.10 Checking the External LDAP Directory

If you have configured an LDAP external directory source, access to it by one-X Portal can be tested from within the
administrator menus.

1.Select Directory Integration.

2.Select LDAP Directory Search.

3. Enter a name or number that you know is in the external directory and click on the icon. If the search is

successful the results will be displayed above the search box.

Health P Directory Synchronisation

Configuration B System Directory

Diagnostics b LDAF Directary Search

Dl_recmw lntegratl?n _ (B Abel, David (B Bengtzon, David 5

:D'r;:irl:ﬁihlrmlsm'” (B Adams, David (@ Blewett, David

[DAF Directory Search (B allen, David IB Boelk, David
[E Allizan, Dawid [E Cabrera, Davidd
[E Ayres, David [E Carter, Dawid
(B Barrett, Dave (B coles, David
(B Barwel, David (B Cavda, Rajendra

Help & Support (B Beckett, David (B Davi salvara, Jordi =
Drav

Clear Search Resultz
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Maintenance: Checking the External LDAP Directory

3.11 Upgrading one-X Portal

Before upgrading one-X Portal ensure that you have read the Avaya IP Office Technical Bulletin for the release of one-X
Portal software to which you want to install or the IP Office software release in which it was included. The Technical
Bulletin will include details of any special requirements and additional steps that may not be in this documentation.

If one-X Portal is already installed on a server PC and the installation file for a later version is run, the existing version will
be detected and you will be prompted whether to upgrade or not. If you select to upgrade, the process is similar to normal
software installation, however some installation options will be greyed out as the existing settings cannot be changed.

e Warning
This process requires the Avaya one-X Portal service to be restarted. During the restart one-X Portal will not be
available to all users for up to 15 minutes.

i'.gl Avaya one-X Portal ¥5.0.11 Setup _ ||:||£|

PN
Ayvava one-x Porkal wS.0,11 Setup |:||\"—| =20

Click, next to proceed for the upgrade,

one-% Porkal ¥S.0,10 application is already installed on wour machine, Do you wank
ko upgrade to Avawa one-¥ Portal ¥S.0.11.

¥ Upgrade ko the version 5.0,11

" Don't upgrade and Exit

= Cancel

o If the existing one-X Portal database cannot be upgraded a warning will be displayed. If you select Yes, the existing
database is replaced with a defaulted database. If you select No you will need to rerun the installer in order to
downgrade[50% back to the version of one-X Portal that is compatible with the database.

i'g!;'J Avaya one-X Portal for IP Office ¥6.0 ﬂ

The database integrity test has Failed. Mo data can
be carried forward to the upgraded version, Do wou
want to proceed with a default configuration?

During the upgrade process a backup file is created (backup.sql). This is not a full backup of the one-X Portal system and
should not be used for restoration of setting. Refer to Backing Up the Database| 45" for details of creating a full backup.
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3.12 Downgrading one-X Portal

If the one-X Portal application software has been upgraded using the upgrade process| 49, it is also possible to downgrade
back to the original installed version.

e Note: The installation of one-X Portal and the last upgrade to one-X Portal are both be listed in the Windows Control
Panel Add and Remove Programs list. Note however that removing either of these will remove the whole
application.

Before downgrading one-X Portal ensure that you have read the Avaya IP Office Technical Bulletin for the one-X Portal
software releases. The Technical Bulletin will include details of any special requirements and additional steps that may not
be in this documentation.

e Warning
This process requires the Avaya one-X Portal service to be restarted. During the restart one-X Portal will not be
available to all users for up to 15 minutes.

1.Select Start | All Programs | IP Office | one-X Portal | Uninstall one-X Portal.

i'é'l Avaya one-X Portal ¥5.0.12 Setup _ ||:||£|

. . ANVBYA ;
Change, Downgrade, or remove installation |:||\'f—| =21

Select the operation you wish to perfarm,

Change

fvaya one-% Porkal ¥5.0,12 has no independently selectable features,

Downgrades the fvaya one-x Porkal ¥5.0, 12 ko earlier installed wversion,

Remove

Removes Avawa one-x Portal ¥5.0,12 From vour computer and also it
removes all the files and folders related to Tormcat,

Back. | [exh I Zancel |

2.Click on Downgrade.

i'é'l Avaya one-X Portal ¥5.0.12 Setup _ ||:||£|

BNENE o
ornea>3
Ready to downgrade Avaya one-X Portal ¥5.0.12

Click Downgrade to downgrade the installation of Awvaya one-x Porkal ¥5.0,12, Click Back
ko review ar change any of vour installation settings, Click Cancel to exit the wizard,

Zancel |

3.When the downgrade has been completed, the Avaya one-X Portal needs to be restarted manually[ 35"
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Maintenance: Downgrading one-X Portal

3.13 Removing one-X Portal

There are 2 methods for removing the one-X Portal application.

Uninstalling one-X Portal

This method of removal allows selection of whether backups of the database and log files should be kept.

1.Select Start | All Programs | IP Office | one-X Portal | Uninstall one-X Portal.

i'.g!,'J Avaya one-X Portal ¥5.0.12 Setup _ ||:||£|

AVBYE

Change, Downgrade, or remove installation o>

Select the operation wou wish to perform,

Change |

fvaya one-% Porkal ¥5.0,12 has no independently selectable features.,

Downgrade |

Downgrades the fvaya one-x Porkal ¥5.0, 12 ko earlier installed wversion,

Remove

Removes Avawva one-x Portal ¥S.0,12 From vour computer and also it
removes all the files and Folders related to Torcat,

Back. | [ext | Zancel

2.Select Remove.

jiF Avaya one-X Portal ¥5.0.12 Setup -0 x|

ANAYA
Backup Destination Folder |:|nILI =

Click Mext ko proceed For uninstallation

>3

Select one of the uninstallation opkian

™ Remove evervthing
{* Preserve database and logs

Take backup of database and logs to:

|C:'l,avayannexpu:urtal_l:uackup'l,

Back.

Zancel |

one-X Portal for IP Office Installation

Page 51

IP Office 15-601139 Issue 02d (03 March 2010)



3.Click Next.
i'qz!:l‘ Avaya one-¥X Portal ¥5.0.12 Setup ;IEIEI
VYA

one>d
Ready to remove Avaya one-X Portal ¥5.0.12

Click Remaove ko remove fyaya one-x Porkal WS.0,12 From your computer, Click Back, to
review or change any of wour installation settings, Click Cancel to exit the wizard,

4.Click Remove to start the process of removing files.

Removing one-X Portal via the Control Panel

The Add or Remove Programs option in the Windows Control Panel can be used to remove one-X Portal. This method
automatically makes backup copies of the database and log files in the folder c:\avayaonexportal_backup.

1. Start the standard Windows Control Panel.
2.Select Add or Remove Programs.
3.Select one-X Portal and then click Remove.

e If the one-X Portal has been upgraded at some stage, there will be a program entry for both the original one-X
Portal installation and the most recent upgrade. Select the upgrade installation and then click Remove. This will
remove both the upgrade and the original installation.
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Maintenance: Removing one-X Portal

3.14 Remote Logging

The one-X Portal server can be configured to allow logging applications to connect on port 4560 to collect logging output.
The output is in Log4j format. The one-X Portal server administrator interface includes links to install Apache Chainsaw.

This process assumes that the PC from which it is being run has an Internet connection. If that is not the case, Apache

Chainsaw can be downloaded and installed following the instructions on the Apache Chainsaw website (http:
apache.org/chainsaw).

1.Select Diagnostics and Logging Configuration.

Health 'W Logging Configuration
FITILEIrLET W Master Logging Level
Diagnostics Set the threshold above which logging events are 2ent to logging targsts
Logging Configuration . . .
Logging Viewer Chooze ALL for 'log everything’, choo=e OFF to "dizable logging'.
gqging Viewe

Network Routes
IP Office Connections ALL =
Database Integrity

W Logging Targetz(Roelling Log Files)

Rolling log fileg grow to a max. 10 MB, then a new one iz started.
The cldest roling log iz removed when the max. of 5 iz reached.

Rolling log filez reflect the master logging level.

Enabled Name Level File Path
7 |overall [ALL =1 | Nlogs/1x0veralRollingFile log
I |F'resentatic|n Layer |'-LL = |...-’Iu:ugsHKF'resentatinnLayearllingFiIe.Ing
i ¥ |Mid-Layer [ALL =1 | Nogs/1XMidLayerRollingFile log
Directory Integration ¥ |Telephony (CSTA) [ALL =1 | Nlogsr1xCcsSTASeniceRollingFile log
Help & Support F  |Directory (IP-Office) [ALL =1 | NlogsXIPODirSeniceRallingFile log
I  |Directory (LDAP) [ALL =1 | Nlogs/MXLDAPDirSeniceRollingFile log

W Logging Targets(Server and Network)

Socket Receiver(reguired for remote log viewing)

|7 Enabled
2.Check that Socket Receiver is enabled.

3.Select Logging Viewer.

Health P Logging Configuration
Configuration W Logging Viewer
Diagnostics

P Description: Remotely viewing logs.

Logaing Configuration
{ooning Viewes
Metwork Routes
IP Office Connecticns
Database Inteqrity P Network Routes

More information about Apache Chainsaw.

Start Installation of Apache Chainsaw by Java Web Start

4. Click on Start Installation of Apache Chainsaw by Java Web Start.

5.The process for downloading and installing Chainsaw is largely automatic. Chainsaw is started. If the message

Warning: You have no Receivers defined... appears, select I'm fine thanks, don't worry and Don't show
me this again and click OK.
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6.The Receivers panel should be visible on the right. If not click on the & button in the top toolbar.

# Chainsaw ¥2 - Log Yiewer =131 =l
File Wiew Currentbab Connectta Help
dNo|0oaal|u v Alx
G2 welcome | Drad & Drop sl log Files here I Zerocnnfl {E) chainsaw-log L -@; ‘ e m ‘ x
# | £ ‘ [E] Tutarial ‘ Wieww example Receiver configuration % Receivers
= LMo Receivers defined
Chalnsaw V2 - brought o you by the Logdj Dev team
Hot Keys
CTRL-LEFT - Activate atab F1 - Hide/Shiomw
o the left Whelcome
FanelMHelp Propetty Yalue
page
CTRL-RIGHT = Activate atab  F3 = Find Mext
to the right |
Looks like ZeroConf stuff is available. .. WooHoo! H:H 0 || 0:0 || 0.0fs |D
7.Click on the Bé% new receiver icon on the Receivers panel and select New SocketHubReceiver.
# Chainsaw ¥2 - Log Yiewer o ] P4
File Wiew Current bab Conmect to Help
sB(ans|oa at|u v Alx
55 welcome |Drag & Drop L o Files hete | Zercu:onfl @) chainsaw-log & g ‘ € | ‘ x

i) | 4 | [E Tutorial | Wiew example Receiver configuration

|»

Cha|nsaw V2 - brought o you by the Log4j Dev team

Hot Keys

CTRL-LEFT - Activate atab  F1 - Hide/Show

8. Enter the details for the one-X Portal server.

# New org.apache.log4j.net.SocketHubReceiver...

Mew MulkicastReceiver.. .

Mew SocketReceiver, ..

Mew UDPReceiver. .,

Mew =MLSocketReceiver. ..

Mew LogFilePatternFeceiver. ..

X

Overview Package

Use Tree Deprecated Index Help

FRAMES HO FRAMES
All Classes
DETAIL: FIELD | COMSTR | METHOL

Rl |

PREY CLASS HWEKT CLASS

SUmbAARY: NESTED | EIELD | CONSTR | METHOD

Lagdj 2.6alpha- ril

o

Properky Walue
f|hiost localhost
frame onesPorkal
fport 4560
reconneckionDelay 3000
e — 3
ITI Cancel
host This field sets the address of the one-X Portal server. In the example above chainsaw is
being run on the one-X Portal server PC.
name This field is for display only. Enter a name for the receiver entry in Chainsaw.
port Set this to 4560. This is the port to which one-X Portal outputs log records for collection

by remote logging applications.

reconnectionDelay

This field sets the how long (in milliseconds) the receiver should wait if it suspects it has
lost connection before reattempting connection.

threshold

This field sets the minimum level of logging message to receive or All or Off.
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Maintenance: Remote Logging

9. When you have completed the fields, click OK. After a few seconds the receiver should start and connect to the one-
X Portal server. The process will appear as log events on the chainsaw-log tab and when completed the receiver will

be displayed as a new tab.

Chainsaw ¥2 - Log Yiewer

I [=[ 3]

File ‘iew Currenttab Connectto  Help
SB(&0 % ©] 8 b v alx
@ wwelcome | Drac & Drop L Io files Fere | Zeroconf chainsaw-log | (@ lacalhost- | G @ | & M | x
+ - | e & | w | Refine focus on: I j % Receivers
) Root Logger D Timestanp |Level | Logger | Message : rtal AN
B o T = s & =
Qo 65 2009-05-20 15:20:29,512 DEBUG org.apache.log4j... Attempting connection to localhosk J
] 2009-05-20 15:20:29,512 DEBUG  org.apache.log4i... Connection established. Exiting connector thread, J
70 2009-05-20 15:20:29,328 INFO  org.apache.logdi... Connection received from localhost: 4560
1T | |
x
v | Property Yalue
Level DFBUG = || |host localhosk
Logger orgapache logdi chainsaw LogPanelogger Treeldodel :2:8 :;:-Dx Portsl
Time 2009-05-20 15:20:36,312 reconnachion... 13000
Thread Chainsaw-Worker Thread threshold ALL
0 hidden loggers ... Message Adding to Map com.avaya.common.wseventing.SubscriptionSession |
|C0nnection received From localhost: 4560 H:H a || 00 || 0.0s ||:|

10.Click on the new receiver tab to view the one-X Portal log records.

Chainsaw ¥2 - Log Yiewer

I [=[ 3]

File ‘iew Currenttab Connectto  Help

SB(&l % ©] 8 v alx

o Welcomel Dran G rapAL ad i es Rere | Zeroconf' chainsaw-log lacalhast- I L @ | = © | »
+ - | & & | w | Refine focus on: I j % Receivers

=5 Roct Logger o] Timestamp I Level I Logger Message o

--.j canm 1 2009-05-20 15:20:34,468 INFO  com,avaya.comm... Desired state = Expiring existing state - wal

05-20 15 4635

3 2009-05-20 15:20:34,515

riking, Subscriptig

INFO  com.avaya.comm... Com.avaya. comman . wseventing, Subscriptic
4 IMFQ  com.avaya.Comm... COm.avwaya. common.wseventing. Subscriptic
INFO  |co i i
d| |
Property ‘talue
sk localhosk
Level IMNFO ﬂ name one-x Portal
Logger com.avaya common session Fegistration port 4560
. ) oee -Avaya. e -8 reconnection, ., (3000
0 hidden loggers .. Time 2009-05-20 15:20:534,515 ﬂ threshold AL
| Connection received From localhost: 4560 H:H a || [ufi] || 0.0fs ||:|

11.The navigation tree on the left can be used to focus the log view onto a particular component of one-X Portal

server.
Chainsaw ¥Z - Log Yiewer o ] 4]
File Wiew Currentkab Connectto Help
SB &1 ¢ ®]s8|n| v alx
o Welcomel Drag & Drop Al log files here | Zeroconfl () chainsaw-log localhast- I [ %‘ | & M | x
+ - | a & | x Refine focus on: I ;I % Receivers
=5 Roct Logger ] Timestamp I Level I Logger Message &
EJ Lo 109 |2009-05-20 15:27:43,250 INFO  com.avaya.comm... com.avaya.common.wseventing.SutﬁI
=) avaya
(= comman
¢ B session
: g ar L
E|_) wseventing 113 |2009-05-20 15:30:34,750 IMNFO  com.avaya.comm.., Com.avaya.common, wseventing, Sut
o SubscriptionSession 114 |2009-05-20 15:30:34,750 INFD  com.&vaya.comm... COm.avaya.common. wseventing, Sut
=3 indoda
B3 eventing
i..EventSourcelmpl 1]
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12.Clicking on the % receiver icon will hide the receivers panel. Clicking in the 5 icon will hide the navigation tree.

# Chainsaw v2 - Log Yiewer =10 x|

File Mjew Currentkab  Conmeck to Help

S® &I % 08 T v alx

L2 welcome | [rag & Drop el lag fes here | Ferocont | chainsaw-log localbiost- |

Refine focus on: I ;I
1D Timestarmp I Level I Logger I Message I Thre:
151 |15:32 INFD com.awaya.comm... Desired skate = Expiring existing state - valid Timer-1
152 L ERRCR |com,awaya.comm, .. [com, avaya.common, wseyenting, SubscriptionSession
153 INFO  com.awaya,comm... Com.avava,common.wseventing. SubscriptionSessi,..  Timer-1 =
154 IMFQ  com.avaya,comm. .. Com.avaya,comman, wseventing, SubscriptionSessi, ., Timer-1

4

e i I e T

7| X
Lewvel EREOE. =

Logger com.avaya cormon wieventing SubscriptionSession
Time 2009-05-20 15:32:38 828

=
Connection received from localhost: 4560 ||:|| 147 || 171:171 || 0.0)s ||:|
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Maintenance: Remote Logging

3.15 Troubleshooting

Version Mismatch Problem

Symptoms « Database integrity[ 72 check fails.
« When starting one-X Portal, the version shown on the login page is the previous version and differs
from that reported by Windows (Start | Programs | IP Office | Avaya one-X Portal for IP
Office | Unistall VX.XX) menu.
Cause Normally the one-X Portal installer will automatically stop any Tomcat web server associated with a
previous installation of one-X Portal. However it has been found that it in some cases it fails to stop the
Tomcat server but will still report successful completion of the installation process. This leads to a
version mismatch between components.
Resolution 1.Remove one-X Portal[5™.

2.

3.

Manually delete the one-X Portal application folder (by default C:\Program
Files\Avaya\oneXportal). You need to reboot the server if the folder is reported a locked.

Install the new version of one-X Portal.

one-X Portal Does Not Start

Symptoms e one-X Portal fails to start.
e Prorun Error appears in the Tomcat server log files.
e Other Java applications fail to run on the server (for example the IP Office System Status
Application).
Resolution 1.Using the Windows Add or Remove Programs applet, remove Java.
2.Remove one-X Portal[ 5™,
3.Install one-X Portal 23,
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4. Administration

The one-X Portal administration menu provides a range of options for monitoring and configuring the one-X Portal
application.

Description

Health[ 6% Component Status/ 63 List the last status change of the server components.
Key Recent Events| 62 View the last 20 events on the server.
Active Sessions|[ 63 Show how many sessions are cached by one-X Portal.
Environment/ 63 Show a summary of the one-X Portal server PC.
Configuration|6# Providers/[ 64 View and edit the providers.
Users| 684 View and edit user one-X Portal settings.
Backups/ 69 Backup the one-X Portal configuration database. Also restore a
previous backup.
CSV/[ 6 Export the user directory and system directory.
Diagnostics| 7 Logging Configuration| 7Y Configure the level and method of logging supported.
Logging Viewer[ 7™ Install and launch Chainsaw for log viewing.
Network Routes[ 7™ Test the IP connection path to an IP address.
IP Office Connections|[72Y Test the IP connection path to an IP Office.
Database Integrity[ 72 Test the structure of the database.
Directory Directory Synchronization[73) |Force a system directory update by the server.
Integration[73) System Directory/ 74 View the one-X Portal system directory.
LDAP Directory Search[75) View the external directory for which the one-X Portal server
has been configured.
Help & Support/76% |Help[763 Access one-X Portal help installed on the server.
Avaya Support/ 76" Access the Avaya support web site for Avaya applications.
About| 76" View information about the one-X Portal version.

It is important to understand that the one-X Portal administrator menus operate as an off-line editor. Within a particular
menu, data is fetched (using a GET command) from the database, edited and then sent back to the database (using a
PUT command).

Within each menu, the clicking on the P ¥ icon next to Description can be used to show/hide a short description of the
menus function and content.
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Administration:

4.1 Login

Access to the administration menus for one-X Portal is via web browser in the same way as user access but with ?

admin=true added to the URL. Only one user can login as admin at a time. If the one-X Portal server already has an
administrator connection in progress, it will display a warning.

1.Browse to http://<server_name>:<server_port>/inyama/inyama.htmi?admin=true, replacing

<server_name> with the server PC name and <server_port> with the port number selected during one-X Portal
software installation[ 23 (the default is 8080).

2.The one-X Portal login menu should be displayed.

,fj one-X Portal - Windows Internet Explorer

=10l x|
@:——: - I@ htkp: /f127.0.0.1:8080/inyama/inyama, html? admin=true j (| X ILive Search Felbs
] b33
08 4R [ anek Fortal | 3 - B - o= - rPage - () Tools ~
=
AVA A Wersion: 255.0.0.2445
F
(mm | | — 72N
Portal for IP Office
Administrator
Marko |
Pazssword
Login
2009 Avaya Inc. All Rights Reserved
3. Enter the one-X Portal administrator name and password as configured during installation.
4.1If there is already a session connected as an administrator, the one-X Portal server will display a warning.
Administrator already Logged In.
There appears to be an Adminiztrator already logged in. Y'ou may override or reset that other es=ion however data be be lost a= a result, for example if an inztallation was intiated from a different browser.
| Override Admin Session || Reset Session Count || Logout |

4.2 Logout
The Logout option at the top right of the one-X Portal administration menus can be used to log out.

In addition to logging out manually, you will also be prompted after 10 minutes whether you want to remain logged in.
Failing to respond will cause you to be automatically logged out.

Automatic Logout upon Inactivity

Your session appears to have heen inactive for 10 minutes.

You will he automatically logged outin 30 seconds.

Activity is determined by transfers to & from the one-X Portal Server.

Merely navigating the administration user interface is not deemed to be activity

| Stop Automatic Logout & Continue |

| Logout Immediately |
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4.3 Health

4.3.1 Component Status

The Component Status menu shows the last recorded status changes of each of the major components of the one-X
Portal application.

There should be a CSTA Provider Master plus 1 CSTA Provider for each IP Office system assigned, a DSML Provider Master
plus 1 DSML Provider for each IP Office, and one DSML LDAP Provider.

Health W Component Status
Component Status
Key Recent Events
Active Sessions

Environment Get Al

Status| all records have been fetched.

P Cescription: Health of key one-X Portal components

- D Component Mame Status Reported At Additional Info. Page 12

™ Ja [cSTAProvider1-192 168 42 1 _||2009-05-11 04:48:19.546 | component reportin Delete
r [3 [csTAProvider1-Master _||2009-05-11 09:14:58.25 | .no component pr Delete
r |2_ |DSML-F’rwider-1-192_168_42_1 _“2[][]9-05—[]8 16:15:02 468 |Initia| provisioning fa Delete
™ [ [DSMLProvider-1-Master _“2[][]9-05-08 16:16:05.406 |TotalCount:Success Delete

1.Select Health and then Component Status.

2.Click Get All to retrieve the status records from the one-X Portal database.

3. Use the page controls to browse through the records.

4.The Delete option deletes the status record, it does not affect the component. The check boxes and Delete
Selected can be used to delete multiple records.

4.3.2 Key Recent Events

The Key Recent Events menu displays the last 20 events recorded by the one-X Portal application. These can be actions
performed by the one-X Portal service and also administration actions such as administrator log in/log out, administrator
password changes, provider changes, and configuration restorations.

Health P Component Status
Component Status
Kev Recent Events
Active Sezsiong

Environment

W Key Recent Events

P Description:

Statis]| Al recards have been fetched.

| What Happened?

Significance When Additional Info. Page 1
~ [1 [Administrator |Low [2009-08-03 133553328 |Administrator loggs: [_Delete

|2 [instaliation _“2[][]9-[]8—03 13:45:41.078 |DSML Provider is re
™ [3  [Password Changed _||2009-oa-03 1346.15.812 |Administrator passy

[+ [Administrator Low [2009-08-03 14:11:00.906 |Administrator logge: [_Delete
1.Select Health and then Key Recent Events.

2.Click Get All to retrieve the event records from the one-X Portal database.

3.Use the page controls to browse through the records.

4.The Delete option deletes the status record, it does not affect the component. The check boxes and Delete
Selected can be used to delete multiple records.

one-X Portal for IP Office Installation Page 62
IP Office 15-601139 Issue 02d (03 March 2010)



Administration: Health

4.3.3 Active Sessions
The Active Session menu displays the number of current browser sessions connected to the one-X Portal server.

Health P Component Status

Component Status
Kev Recent Events
Active Sessions
Environment

P K=y Recent Events
W Active Seazions

P De=cription: one-X Pertal for IP Office Utilization

Refresh i
Total Uzer Adminiztrator Application
3 0 1 |2
1.Select Health and then Active Sessions.
2.Click on Refresh.
4.3.4 Environment
The Environment menu display information about the one-X Portal server PC.
Health P Component Status
Component Status B Key Recent Events
Key Recent Events
Active Sessions P Active Sessions
Enviranment ¥ Environment
P Cescription: Server Information
Refresh
Yersion
[5.0.10.1359
Build Date Builder YVendar
| April 30 2009 |SYSTEM | Avaya Corporation
Cperating System (03] 03 Version Q3 Architecture
E—— |Windows 2003 |5.2 [x86
Diagnostics JVI Version JVM Vendor
Directory Integration I1.E.U_12-I:r[]4 ISun Microsystems Inc.
Help & Support Hard Disk Free
| 122953637888
Max. Memory (bytes) Allocated Memaory (bytes)
| 1065484288 |966553600
Free Memaory (bytes) Total Free Memory (bytes)
|395142208 |494072896
Server Mame IP Addresses
|Apache Tomcat/6.0.18  |[192.168 42.203]

1. Select Health and then Environment.

2.Click on Refresh.
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4.4 Configuration

4.4.1 Providers

This menu shows the service providers configured on the one-X Portal server.

Health

Configuration
Providers
lsers

Backups
C3Y

P Glohal Configuration
W Providers

P Cescription: Configure providers of services to applications

StMUS Al records have been fetched.

o Mame Fage < 9 1 % [P
™[4  |Default-DSML-LDAP-Provi |_Edit |
|3  |Defaul-CSTA-Provider | Edit |
|2 |Default-DSML-PO-Provide | Edit |
r |1 IDefauIt-Presentatiun_La‘_.,.rE M

During one-X Portal, one provider of each type is created. The Providers menu allows editing of which IP Offices and LDAP
servers are assigned to the providers.
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Administration: Configuration

4.4.1.1 Telephony (CSTA) Provider

The settings below are shown for a Telephony (CSTA) provider. These should only be changed if you are experienced with
the installation and operation of one-X Portal.

Provider Editor

ID E

Name | Default-CSTA-Provider

Data |~=:?me version="1.0" enco

Provider Type Selector |Te|eph-:|n:.-' [C3TA) j

| IP Office(s) Assigned |
Mid-Layer URL

|t|:: {/localhost-8080/inkaba
Mid-Layer Username

Iinn:h:u:la_user

CETA Config Editor  Mid-Layer Passwaord
Iiiiiiiiiiiiiiiiiii
Wid-Layer Password Hash
|?EIDDEET1U-45EIA3FA2?E
Fun On Fort

|3080
Created |2009-05-08 13:41:33 6710

Close

The IP Office(s) Assigned button can be used to display which IP Office systems are assigned to the provider. Additional
IP Offices can be assigned while existing assignments can be deleted. Each IP Office system should only be assigned to
one provider of each type (CSTA and DSML) at any time.

IP Office(s) assigned to Provider

This contrel enakles you to add & delete the IP Office Unit(s) mapped to a provider.

Changes apply to the local copy of the provider record & must be committed to take affect.

Ilpto 32 IP Office Unitis) may be assigned to a provider, as per 3mall Community Metwork limit.
Distribution of providers over several servers may be needed for effective performance.

The factors are: server peformance, IP Office utilisation & netwark latency.

I IP Address User FPassword

o [192.168.42 1 Delete

Close | Assign New IP Office Unit

The User and Password details used must match the TCPA service user configured in the IP Office system's security
configuration settingsl 17
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4.4.1.2 DSML (IP Office) Provider

The settings below are shown for a Directory (DSML IP-Office) provider. These should only be changed if you are
experienced with the installation and operation of one-X Portal.

Provider Editor

ID E

Mame | Default-CSTA-Provider
URL Itp /localhost:8080/indoda
Data I-:i'?xml version="1.0" enco

Provider Type Selector | Directory Source (DSML IP-Office) x|

| IP Office(s) Assigned |
Mid-Layer LIREL

|tp {localhost-8080/inkaba
Mid-Layer Llsername

|in|:||:u:|a_user

DEML{FO) Config Editor Mid-Layer Password
Iififiiiiiiiiiiiih
Mid-Layer Passward Hash
|?EIDDEET1U¢1ESEIA3FA2TE
Fun On Port
|a080

Created |2009-05-08 13:41-33 6710

Close

The IP Office(s) Assigned button can be used to display which IP Office systems are assigned to the provider. Additional

IP Offices can be assigned while existing assignments can be deleted. Each IP Office system should only be assigned to
one provider of each type (CSTA and DSML) at any time.

IP Office(s) assigned to Provider

This contral enahles you to add & delete the IP Office Unitis) mapped to a provider.

Changes apply to the lacal copy of the provider record & must be committed to take affect.

p to 32 IP Office Unit{s) may be assigned to a provider, as per Small Community Metwork limit.
Distribution of providers over several servers may be needed for effective performance.

The factors are: server performance, IP Office utilisation & network latency.

0 IF Address ser Fassword

o [192 168 42 1 Delete

Close | Assign New IP Office Unit

The User and Password details used must match the TCPA service user configured in the IP Office system's security
configuration settings[ 17
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4.4.1.3 DSML (LDAP) Provider

The settings below are shown for a Directory (DSML LDAP) provider.

Provider Editor

n
Mame
LIRL

Frovider Type Selector

E

| Default-CSTA-Provider

|tp {flocalhost:8080/indoda

| Directory Source (DSWL LDAP) =]

| LDAP Server(s) Assigned |
Mid-Layer URL

Itp {llocalhost:3080/inkaba
Mid-Layer Username

Iinl:ll:u:la_user

DSML{LDAR) Config Editor Mid-Layer Passward

Created

Close

Ittttttttttttttttti
[Mid-Layer Fassward Hash
|TEIDDEE?1U¢15EIA3FA2?E
Fun On Fort

|a080

IEUUE-UE-UB 13:41:33.6710

The LDAP Server(s) Assigned button can be used to configure the LDAP connection. This can include adding additional
LDAP sources and configuring the LDAP directory fields to the one-X Portal directory display fields.

LDAP Server(s) assigned to Provider

This control enables youto add & delete the LDAP Server(s) mapped to a provider.

Changes apply to the local copy of the provider record & must be committed to take affect.
Distribution of providers over several servers may be needed for effective performance.

The factors are: server performance, IP Office utilisation & network latency.
D LDAP Server URL User

Password Base DN

Jo 192 168.42 12 IPOffice

Close || Assion New LDAP Server |

sRREBERRRRY

Edit Field
Mappging Delete

The Edit Field Mapping button displays a menu which can be used to set which LDAP field should be obtained and into
which one-X Portal directory fields the values should be displayed.

LOAP Field Mappings

FIRSTNAME  [givenlame

LASTHAME | an

WORKPHOMNE |te|ephnneHumher

HOMEPHOME IhmneF‘hnne

OTHERPHONE |.;E|

WORKEMAIL — [mail

FERZOMALEMAIL I personalMail

OTHEREMAIL  [otherlail
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4.4.2 Users

The Users menu allows you to view the IP Office users. This includes all IP Office users, not just those enabled for one-X
Portal operation.

The menu can be used to edit users. The settings that can be edited are those available to a user through the
Configuration tab when they access one-X Portal using a browser (except DND Exceptions). Other user settings and
information (for example call logs) are stored by the IP Office system, not by the one-X Portal database.

1.Select Configuration and then Users.

2.Click on Get All.

Health B Glohal Configuration

Configuration P FProviders

Providers W Users

Lsers

gil_ili_l_u 05 P Configure supplementary application settings for users
"""" Get All |

=talis |4 Records from 33 have been fetched.

] MName Bulk Edit | Page 44 1122 F pp
T |1 |Administrator Edit
™ [31  |Agent A Edit
™ |33 |AgentC Edit
e 7|14 |AgentX Edit

3.Browse through the users.

If you think that the user records do not match the users configured on the IP Office systems, the Directory Integration
| Directory Synchronization|73 menu can be used to force an update from the IP Office systems.
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Administration: Configuration

4.4.3 Backups

This menu provided options to backup[ 454 the one-X Portal configuration. It can also be used to restorel 46 a previous
backed up configuration.

Health P Glohal Configuration
Configuration P Providers

Providers

Users P Users

Backups W Backups

csV

P Description:Managing configuration backups

Backup Configuration

Restore Configuration

WARMIMG: Restoring the Configuration will lose all existing data.Tick the checkbox to proceed.
Inlocked

¥

4.4.4 CSV

This menu allows you to export the user information and system directories being used by the one-X Portal server to .csv
format files. The files are exported to the /bin sub-folder of the application directory (by default C:\Program
Files\Avaya\oneXportal\ Tomcat\appache-tomcat-6.0.18\ \bin). Any existing file is overwritten.

Health P Global Configuration
Configuration P Providers
% b Users
Eau_:l_ﬁLljs P Backups
s b Reset
¥ C3VY

A control for exporting the user list and directory as a C3V file.
C3Vimportis not supported.
The expaorted filenames are hardcoded as exportlser.csy & expantDirectoryEntry.csv

These getwritten to the underlying Tomcat'bin folder.

Export Configuration

1. Select Configuration and then CSV.
2.Click Export Configuration.

3.Two files are created in the folder the /bin sub-folder of the application directory (by default C:\Program
Files\Avaya\oneXportal\ Tomcat\appache-tomcat-6.0.18\ \bin).

o exportUser.csv

o exportDirectoryEntry.csv
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4.5 Diagnostics

4.5.1 Logging Configuration

one-X Portal supports a wide range of log output methods which selection of the level of logging required.

Health W Logging Configuration

Son W Master Logging Level

Diagnostics Set the threzheld abowe which logging eventz are sent to logging targets
Logging Configuration . . .
Logaging Wiswer Choose ALL for log everything’, choose OFF to "dizable logging'.
Network Routes
IP Qffice Connections ALL >
Database Integrity

W Logging Targetz(Rolling Log Files)

Rolling log files grow to a max. 10 MB, then a new one iz started.
The cldest rolling log iz removed when the max. of S iz reached.

Rolling log files reflect the master logging level.

Enabled Mame Lewvel File Path
7 |overal [ALL = | logs/1xOveralRollingFile log
3 IF'resentatinn Layer |-|-|- ﬂ I...-‘Iu:ugsﬁKF'resematinnLayearIlingFiIe.log
i P |Mid-Layer [ALL | | _Nogs/1¥MidLayerRollingFile log
R |Telephony (CSTA) [ALL || _flogs/1¥CSTASeniceRollingFile log
Help & Support ¥ |Directory (IP-Office) [ALL | | flogs/1XIPODirSeniceRollingFile log
¥ |Directory (LDAP) [ALL | |_flogs/1XLDAPDirSeniceRallingFile log

W Logging Targetz(Server and Network)

Socket Receiver(required for remote log viewing)

¥ Enablec
1.Select Diagnostics and then Logging Configuration.
2.Use the settings to enable the level and type of logging required:

¢ Master Logging Level
This field is used to select the minimum level of event to log or to disable any logging by selecting Off. This

field is used as the default setting for the specific logging options below. They can be set to the same level or
higher.

* Logging Targets (Rolling Log Files)
These fields are used to configure logging to file. The default is to log to files stored in a /logs sub-folder of
the application directory (by default C:\Program Files\Avaya\oneXportal\Tomcat\appache-tomcat-
6.0.18\ \/ogs). Each log file can grow to approximately 10MB before a new file is started. When there are 5
files of a particular type, the oldest file is deleted when a new file is started.

e Overall: 1XOverallRollingFile.log
This is an overall log file of all types of logged events.

¢ Presentation Layer: 1XPresentationLayerRollingFile.log
This log captures user browser activity information/

e Mid-Layer: 1XMidLayerRollingFile.log
This log captures interaction between the various one-X Portal components including the IP Offices.

e Telephony (CSTA): 1XCSTAServiceRollingFile.log

This log captures telephony information. That includes obtaining user and licensing information from the IP
Offices.

o Directory (IP Office): 1XIPODirServiceRollingFile.log
This log captures IP Office directory information.

e Directory (LDAP): 1XLDAPDiIrServiceRollingFile.log
This log captures LDAP directory information.

+ Socket Receiver (required for remote log viewing)
If enabled, an external logging application can connect to port 4560 on the server to receive logging output.
The output is in log4j format and can be received by logging application such as Apache Chainsaw.

one-X Portal for IP Office Installation Page 70
IP Office 15-601139 Issue 02d (03 March 2010)
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4.5.2 Logging Viewer

In addition to logging to files, the logging messages output by the components of one-X Portal can also be viewed using a
remote logging application that supports the Log4j format. The Diagnostics | Logging Viewer menu provides links for
information about and installing Apache Chainsaw |53 which is a suitable logging application .

Health P Logaing Configuration

Configuration ¥ Logaging Viewer

Diagnostics P Description: Remately viewing logs.

i ing Viewer [dore infarmaticn about Apache Chainsaw.

Metwork Routes
IF Office Connections
Database Inteqrity P Metwork Routes

Start Installation of Apache Chainsaw by Java Web Start

4.5.3 Network Routes

This menu can be used to test routing from the one-X Portal server to an IP Office address. It uses TCP to port 7 (Echo

service) on the target IP address. Note that this does not work with IP Office control units, for which the IP Office
Connections| 72 should be used instead.

Health P Logaing Configuration

Configuration P Logaing Viewer

Diagnostics ¥ MNetwork Routes

tgnnmnSi-;[llanlraticn P Description: Simple ‘ping-like’ test of netwark routakility
Metwark Routes

P Office Connections IP Address [192 168.42 12 Check

Database Inteqrity

Result |Reachah|e

P URL Connection Test
P Database Integrity

1. Select Diagnostics and then Network Routes.

2.Enter the IP Address of the target and click on Check.

3.The one-X Portal server will report whether the target is Reachable or Not Reachable.
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4.5.4 IP Office Connections

This menu can be used to check the connection between the one-X Portal server and a particular IP Office. The connection

check uses the standard discovery method used by IP Office applications such as IP Office Manager (connection to port
50804 of the IP Office control unit).

Health P Logging Configuration
Configuration B Logoing Viewer
Diagnostics

P Metwork Routes
Logaging Configuration
Logaging Viewer
Metwark Routes

IF Office Connections
Database Inteqrity

¥ UREL Connection Test

b Description: Simple probe test for an IP Office Unit at an IP Address.

IP 4ddress |15|2 168 44 1 Check

Feachahle ﬂ

ipAddress=M192.168.44 1
mac=00e007026fac
type=IP 200

class=CFL

Result icon=0 _
ver=5.0(11021)

8 name=IP500 Site &
state=3

state=50804

Directory Integration licensed=1

required license=1 -
Help & Support A [~

1.Select Diagnostics and then IP Office Connections.

2.Enter the IP Address of the target IP Office and click on Check.

3.If the IP Office is reachable, the results will include base information about the IP Office system.

4.5.5 Database Integrity

This menu can be used to check the database structure. It will return Pass if the tables and fields within the database are

as expected for the particular version of one-X Portal. It does not check the data within the fields. If Fail is reported refer
to the Troubleshooting [ 57 section for known issues and resolutions.

Health P Logging Configuration
Configuration B Logging Viewer
Diagnostics

P Metwork Routes
Logaing Sonfiguration

Loqaing Viewer B P Office Connections

Metwork Routes W Database Integrity
IP Office Connections
Database Intearity This invakes a 'sanity’ check of the configuration datahase.

Database Integrity Check

Expected Result Calculated Result Result

D2602C06B062B000B508D09B6B1, |D26D2C06BDE65B000B508009BB 1, _l
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4.6 Directory Integration

4.6.1 Directory Synchronisation

During normal operation, the one-X Portal server updates the records every 300 seconds approximately. However if
necessary this menu can be used to force an update of the system directory and/or IP Office users.

Health W Directory Synchranisation
Configuration P Description: Forcing Directory Cache Update
Diagnostics

Directory Integration Force a Resynchronisation with IP Office User Lists |

Directary Svnchronisation Force a Resynchronisation with IP Office Directories |
Svstern Directory

¢ Force a Resynchronization with IP Office User Lists
Requests an update of the IP Office users configured on the IP Office systems. The user can be viewed through the
Providers | Users/ 68 option.

+ Force a Resynchronization with IP Office Directories
Requests an update of the system directory entries stored in the configurations of the IP Office systems. The
entries in the System Directory can also be viewed and checked through the Directory Integration | System
Directory |74 option.
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4.6.2 System Directory

This option shows you the system directory as being shown to the one-X Portal users. You can search the directory in the
same was as if you were using the one-X Portal client.

Health

Configuration

Diagnostics

Directory Integration
Directory Svnchronisation

B Directory Synchronisation

System Directary
LOAP Directory Search

Help & Support

Do D Be pe Pe Do @ be

W System Directory

Alec Creed
Andy Ertle Sip
Azhley Walkton
AiniatonlP
Brac 51P
BracT

Brach

Dawve H WS

Enter a name

Ernma Potter
Ernesto 8579
Extnl 234

Extn1 360
Extn3205

Geaff Froud
Graham Richards

P Do Do Do Do Do Do Do

Imerio [P

4

120

You can use this menu to verify the directory is as expected, with users, groups and directory entries from each IP Office
being supported. The one-X Portal server updates system and personal directory records every 300 seconds
approximately. If necessary you can force an update using the Directory Synchronization! 73 option.

e For some directory contacts, one-X Portal can indicates the contacts current status by using different icons. For contacts
that have multiple telephone numbers, the status is based that of the work number.

State

Icon

Description

Available & The normal state for a user showing that their work extension is not
in use.
Busy e The normal state for a user showing that their work extension is

currently on a call.

Do Not Disturb

o

The user has set Do Not Disturb. Calls to them will go to voicemail
if enabled or else get busy tone unless you are in the user's Do Not
Disturb exception list.

Logged Out B The user has logged out from their phone. Calls to them will most
likely go to voicemail if available.
Other (2] This icon is used when the status is not known.

You can use the h icon to add a new system directory contact. Note that contacts added in this way are stored by one-X
Portal only are are accessible by users through one-X Portal only. These contacts can have multiple phone numbers and
email addresses configured if required. To delete contacts that have been added in this way, click on the contact and
select select Delete in the contact details.
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Administration: Directory Integration

4.6.3 LDAP Directory Search

This option allows you to search the external directory in the same way as one-X Portal users. This allows you to test the
operation of the LDAP Provider[ 4™,

1.Select Directory Integration.

2.Select LDAP Directory Search.

3. Enter a name or number that you know is in the external directory and click on the icon. If the search is
successful the results will be displayed above the search box.
Health P Directory Synchronisation
Configuration B Systern Directory
Diagnostics B LDAP Directory Search
Directory Integration
e I8 ke, David B Bengtson, David 2
Directary Svnchronisation
EroerE (B adams, David (B Blewett, David
LDAP Directory Search (B Alen, David (B Eoel, David
(B alizon, David (B cakrera, David
(B 2yres, David (B carter, David
[Q Barrett, Dave [E Coles, David
(B Barwel, David [B CDavla, Rajendra
Eeckett, Dawid Davi Salvana, Jordi
Help & Support IE IE L
Dav
Clear Search Results
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4.7 Help & Support
Help | Help

Provides links to both the one-X Portal user help and to this document as help.

Help | Avaya Support
Loads a link to the Avaya support website (http://support.avaya.com).

Help | About

Shows basic version information for the one-X Portal installation.

Health P Help
Configuration B svava Support
Diagnostics ¥ About
Directory Integration
Avaya one-x Portal for IP Office ﬂ

Help & Support
Help

Awaya Support Support Version:

] 50251419

Copyright 2009 Avaya Inc. All Rights Reserved.

[ -

Links to the licenses of the third-party =oftware components used in one-X Portal for IP Office.
H2 1.0.75 License

GWT 1.5.3 License

GWT Rocket 0.55 License

Apache Tomeat § Licenze

Apache Logdi 1.2.15 License
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http://support.avaya.com).

Chapter 5.
Glossary
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5. Glossary

CSTA - Computer Supported Telecommunications Application.
Indoda - The Zulu word for 'man'.

Inyama - The Zulu word for 'meat' or, when applied to people, 'flesh'. For example 'inyama nenyama' is 'face to face' or
'in the flesh'.

Inkaba - The Zulu word for 'navel' or 'centre'. For example 'inkaba yedolobha' is 'town centre'.
Izwi - The Zulu word for 'voice'.
TCPA - Thin Client Productivity Application.

TSPI - Telephony Service Provider Interface.
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Performance figures and data quoted in this document are typical, and must be
specifically confirmed in writing by Avaya before they become applicable to any
particular order or contract. The company reserves the right to make alterations
or amendments to the detailed specifications at its discretion. The publication of
information in this document does not imply freedom from patent or other
protective rights of Avaya or others.

Intellectual property related to this product (including trademarks) and registered
to Lucent Technologies have been transferred or licensed to Avaya.

All trademarks identified by the ® or ™ are registered trademarks or trademarks,
respectively, of Avaya Inc. All other trademarks are the property of their
respective owners.

This document contains proprietary information of Avaya and is not to be
disclosed or used except in accordance with applicable agreements.

Any comments or suggestions regarding this document should be sent to
"wgctechpubs@avaya.com".

© 2010 Avaya Inc. All rights reserved.
Avaya

Unit 1, Sterling Court

15 - 21 Mundells

Welwyn Garden City

Hertfordshire

AL7 1LZ

England.

Tel: +44 (0) 1707 392200
Fax: +44 (0) 1707 376933

Web: http://marketingtools.avaya.com/knowledgebase
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